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National Security Planning

“I have seen first-hand how civilians were maltreated by troops and police. 
People’s properties were not properly protected. It was an issue of lack of 

accountability on the side of the troops, a lack of oversight bodies and authorities 
that should be giving direction to the armed forces. Above all we did not respect the 

civilians amongst which we work. (…) This is why the military and other security 
institutions must see security sector reform as in fact in their own interest. Because 
it helps them put in place rules and proper control arrangements, (that) demonstrate 

to the civilian public that indeed they are responsive to them, and accountable to 
them – they’re there to provide the security that is required by the people.” 

Kellie Conteh, Minister of Defence, Sierra Leone  
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With CROSSROADS, the United Nations produces a set of user-friendly, action-
oriented practical guidance notes that cover the full spectrum of security 
sector reform & governance (SSR&G).

On each topic, CROSSROADS modules provide policymakers and practitioners 
with foundational understanding, with current good practices from around the 
world, and with step-by-step options for action. 

These modules reflect the UN’s collective, evolving knowledge on an essential 
concern when building peace: how to make security institutions function so that 
they serve the greater good. CROSSROADS enables the Organization to support 
nationally owned work on SSR&G coherently and authoritatively – thus 
contributing to saving lives and improving livelihoods.
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Introduction
National security plans, and the processes by which they are prepared, are central to 
national security. They provide the lynchpin between vision and budgeted action, and 
thereby facilitate the effective implementation of national security policies and strategies.1  

This CROSSROADS module describes: 
1. The importance of national security plans and related planning processes
2. Possible formats and contents of national security plans
3. Possible steps and stakeholders in the planning process
4. Implementation of national security plans, including oversight and coordination 

considerations. 

This CROSSROADS module will benefit practitioners and policymakers engaged in national 
security policy- and strategy-making, and national security planning and provision. It will 
also benefit those involved in security sector reform and governance. 

1　Rigg, J. (2020). Preventing and resolving conflict: SSR and national security policies, strategies, and plans. In A. 
Ebo & H. Hänggi (Eds.), The United Nations and Security Sector Reform: Policy and Practice.

National security can be 
understood as “effective and 
accountable security for the 
State and its peoples without 
discrimination and with full 
respect for human rights and 
the rule of law” 

(A/62/659-S/2008/39)

https://www.dcaf.ch/sites/default/files/publications/documents/UN %26 SSR final full book april 2020.pdf
https://www.dcaf.ch/sites/default/files/publications/documents/UN %26 SSR final full book april 2020.pdf
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All countries have national security interests, often outlined in a country’s national security 
policy and/or strategy. These documents provide frameworks for a country to address the 
security needs of its people and the State. They help to advance national security, both 
preventatively and in response to specific threats or opportunities. But on their own, a 
national security policy or strategy is insufficient. For their potential to be realised, they 
must be translated into coherent, effective and affordable national security plans. 

A national security plan translates vision, policy, and strategy into prioritised actions and 
explains how these will be implemented over time. It compels a government to define 
actionable, affordable, and coherent steps required to achieve objectives and enable 
sustainable budget allocation, while ensuring consistency and commitment over time. 
Moreover, a national security plan establishes a framework of roles and responsibilities, 
which can help coordinate the range of stakeholders, activities and resources involved.

Without national security plans, governments not only risk that their vision for national 
security remains disconnected from reality, but that their security sector becomes 
unaffordable: guzzling resources that should pay for other national priorities including 
those with a broad electoral backing. 

1. Why this is important
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Having a national security plan is clearly important. But equally important is the process by 
which the plan is developed, which has the potential to inform, legitimise and thus enable 
the national security plan’s effective implementation. Taken together, the plan and the  

/en/content/common-agenda-report/assets/pdf/Common_Agenda_Report_English.pdf
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Formats and contents
•	 Effective national security plans are developed based on national security 

policies and strategies. They address security threats and opportunities 
relevant to the specific national context.3  

•	 While potentially less so than national security policy- and strategy-making 
processes, national security planning is also a political process.  Sufficient time 
should be planned for consultation with relevant stakeholders.

•	 While every context is different, similarities in planning conventions exist. 
National security plans typically detail how the aim of national security will be 
achieved. They include clear goals, activities, outputs, indicators, responsibilities, 
and timelines. 

•	 National security plans might not be reflected in one dedicated document. While 
‘stand-alone’ national security plans exist, national security plans are sometimes 
embedded in broader, all-inclusive plans, or in narrower, sectoral plans: 
	◦ Stand-alone national security plans focus on specific threats and opportunities, 

3　An example of a national security plan developed on the basis of a national security strategy is that of  
Thailand, The National Security Policy and Plan (2019 – 2022).

2. What we have learned
Brazil’s national security planning 
process involves political deliberations 
and decision-making. The country's 
national National Security Strategy 
is developed through a political 
process, with input from government 
agencies, security forces, and various 
stakeholders. It addresses a range of 
security challenges, including defence, 
cyber threats, border security, and 
organized crime. 

https://www.nsc.go.th/wp-content/uploads/2020/05/The-National-Security-Policy-and-Plan2019-%E2%80%93-2022.pdf
https://www.gov.br/defesa/pt-br/assuntos/copy_of_estado-e-defesa/estrategia-nacional-de-defesa
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and the role of security institutions in addressing them.4  
	◦ Broader, all-inclusive plans frame national security plans within wider 

development efforts. This integrated approach embeds security into a national 

https://www.pmo.go.tz/uploads/documents/sw-1664371895-Tanzania Emergency Preparedness and Response Plan (TEPRP).pdf
https://www.pmo.go.tz/uploads/documents/sw-1664371895-Tanzania Emergency Preparedness and Response Plan (TEPRP).pdf
https://mod.gov.mk/storage/2021/06/LTDCDP-2019-2028-finalna-verzija.pdf
https://pib.gov.in/Pressreleaseshare.aspx?PRID=1564241
https://www.adb.org/sites/default/files/linked-documents/cobp-tim-2014-2016-sd-02.pdf
https://www.wto.org/english/thewto_e/acc_e/afg_e/wtaccafg18_cd_1.pdf
https://www.wto.org/english/thewto_e/acc_e/afg_e/wtaccafg18_cd_1.pdf
https://mop.gov.so/somali-national-development-plan-9-2020-2024/
https://climate.emb.gov.ph/wp-content/uploads/2016/06/NCCAP-1.pdf
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2021/dec/doc202112101.pdf
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2021/dec/doc202112101.pdf
https://www.dcaf.ch/sites/default/files/publications/documents/TheSecuritySector_and_HealthCrises_March2021.pdf
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg-2019/ntnl-cbr-scrt-strtg-2019-en.pdf
https://www.mioa.gov.mk/sites/default/files/pbl_files/documents/strategies/cyber_security_strategy_macedonia_2018-2022_-_eng.pdf
https://www.mioa.gov.mk/sites/default/files/pbl_files/documents/strategies/cyber_security_strategy_macedonia_2018-2022_-_eng.pdf
https://documents1.worldbank.org/curated/en/934031547818643963/pdf/133866-PER-P164582-GuineaBissauPERJuneRevisedCleanforPPT.pdf
https://setkab.go.id/en/govt-issues-regulation-on-2020-2024-national-defense-policy/
https://africacenter.org/wp-content/uploads/2019/04/2019-04-NSSD-Case-Study-Nigeria-EN.pdf
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Steps and stakeholders
•	 Undertake broad and inclusive consultations: in order to achieve people-centred 

security, the process of national security planning must involve active consultation, 
participation, and communication with and between various stakeholders, and 
with civil society and security institutions. Consultation processes encourage the 
comprehensive (in sufficient number), meaningful (in decision-
making roles) and ‘whole-of-process’ (from inception to 
development, finalisation, and evaluation) participation of 
representatives of diverse groups. In addition to strengthening 
security plans, consultation helps to resolve differences and 
address grievances, which in turn can strengthen societal trust in 
security institutions.

•	 Assess and align priorities: The national security planning process 
requires coordination at different levels of government. This can 
include:
	

https://nsc.gov.ph/images/NSS_NSP/National_Security_Policy_Manual_FINAL_E-COPY_with_WATERMARK_140823.pdf
https://nsc.gov.ph/images/NSS_NSP/National_Security_Policy_Manual_FINAL_E-COPY_with_WATERMARK_140823.pdf
https://www.officialgazette.gov.ph/downloads/2001/06jun/20010619-EO-0021-GMA.pdf
/development/desa/dpad/wp-content/uploads/sites/45/DESA-Intdiv-BGD.pdf
/development/desa/dpad/wp-content/uploads/sites/45/DESA-Intdiv-BGD.pdf
/development/desa/dpad/wp-content/uploads/sites/45/DESA-Intdiv-BGD.pdf
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interrelated risks, requiring a level of integrated planning to identify and prioritize risks 
and responses under a single framework.12  

•	 Use internal and independent monitoring and oversight mechanisms to ensure 
effective implementation. 
	◦ Internal oversight mechanisms can take different forms, such as a dedicated 

monitoring committee,13  an existing statutory institution, or an executive 
agency such as a national security council.14  The responsibility for monitoring 
coordination is sometimes explicitly allocated in national strategic documents at 
sectoral, institutional, or whole-of-government levels.

	◦ Formal independent oversight can be provided by parliament; while civil 
society, human rights organizations and the media provide informal external 
oversight. Parliamentary oversight can be exercised when parliamentary 
approval is required before taking decisions such as annual budgeting. 
Parliament can also oversee whether public resources are being used for 
the purposes intended and in a way that is responsible and efficient.15  Civil 
society, human rights organizations and the media can provide useful 
external oversight and accountability through active monitoring of security 
issues.16  Civil society can make oversight more responsive and more legitimate 
by giving voice to groups that are often underrepresented, such as specific 
ethnic or religious communities, women’s organizations, and youth. Human 
rights organizations can bring attention to risks of human rights abuses, 

12　

https://openknowledge.worldbank.org/entities/publication/4c36fca6-c7e0-5927-b171-468b0b236b59
https://www.government.nl/topics/human-rights/human-rights-in-the-netherlands
https://www.government.nl/topics/security-strategy-for-the-kingdom-of-the-netherlands/documents
https://english.ctivd.nl/about-ctivd#:~:text=The%20Review%20Committee%20on%20the,and%20the%20Complaints%20Handling%20Department.
https://cnsp.ne/
https://www.parliament.gov.za/committee-details/144
https://www.parliament.gov.za/committee-details/170
https://www.parliament.gov.za/committee-details/170
https://www.parliament.gov.za/committee-details/136
https://africacenter.org/wp-content/uploads/2021/01/National-Security-Strategy-Development-in-Africa-Toolkit-for-Drafting-and-Consultation-Africa-Center-for-Strategic-Studies-2022-01.pdf
https://africacenter.org/wp-content/uploads/2021/01/National-Security-Strategy-Development-in-Africa-Toolkit-for-Drafting-and-Consultation-Africa-Center-for-Strategic-Studies-2022-01.pdf
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while also ensuring that the plan itself respects international human rights 
law. Impartial media can also facilitate broad public oversight. Beyond its 
information-dissemination function, the media can actively advocate for greater 
transparency and accountability of security sector actors.17  

	◦ Effective implementation is supported through 
accountability frameworks, which identify who should 
be responsible for what and clarify the implication for 
individuals/authorities not fulfilling responsibilities 
adequately. These frameworks consider responsibilities, 
delegation of authority, cost-benefit assessments, 
monitoring, and reporting, as well as human rights, 
ethics and integrity standards through implementation 
committees.18  

•	 Prioritise monitoring and evaluation: effective national security 
planning includes putting in place coordinated systems for 
monitoring and evaluation that can further support the learning, review, comparison, 
and improvement of security provision, as well as the performance of related 
organisations. Effective monitoring and evaluation includes prior understanding of 
what to monitor and evaluate, the entities responsible, when and how monitoring and 
evaluation will be conducted, and what resources will be required.

17　DCAF, The Role of the Media in Security Sector Governance: A Toolkit for Trainers (2012).
18　National Security Committee (NSC), Islamic Republic of Pakistan; Joint Committee on the National Security 
Strategy (JCNSS), United Kingdom.

Responsibility for coordinating implementation of 
national security plans can be assigned to different 
actors, such as: 
•	 Office of the National Security Adviser
•	 Ministry of Interior or Department of Homeland 

Security
•	 Ministry of Defence
•	 Interagency Task Forces or Committees
•	 National Security Council  or National Defence 

Council
•	 Prime Minister’s Office or President’s Office

https://www.dcaf.ch/role-media-security-sector-governance-toolkit-trainers
https://committees.parliament.uk/committee/111/national-security-strategy-joint-committee
https://committees.parliament.uk/committee/111/national-security-strategy-joint-committee


https://www.files.ethz.ch/isn/104497/Stimson_National_Security_Strategy_Note_Boucher7July09.pdf
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https://www.undp.org/sites/g/files/zskgke326/files/publications/UNDP_ForesightManual_2018.pdf
https://hlpf.un.org/sites/default/files/statement/2021/27869Foresight_SlideDeck_HLPFtraining2018.pdf
https://hlpf.un.org/sites/default/files/statement/2021/27869Foresight_SlideDeck_HLPFtraining2018.pdf
https://hlpf.un.org/sites/default/files/statement/2021/27869Foresight_SlideDeck_HLPFtraining2018.pdf
/en/content/common-agenda-report/assets/pdf/Common_Agenda_Report_English.pdf
/en/content/common-agenda-report/assets/pdf/Common_Agenda_Report_English.pdf
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opportunities to participate in planning activities.21 Impediments to stakeholder 
participation should be addressed, including misperceptions about community 
interest, security concerns about involving non-government actors, and inadequate 
definition of community roles in the planning process. Engagement at all levels is 
necessary.

Implementation and action
1. Implementation arrangements should include provisions for effective 

communication. External communications should emphasise the roles of civil society 
and the media in raising awareness of commitments to security and highlighting 
accountability mechanisms in national security policies, strategies, and actions. A 
vision on national security that emanates from and is broadly shared within society, 
benefits the government directly. The internal communications strategy should 
stress the importance of coordination for national security, and of communication 
– and cooperation – between security providers. Only a national security that is 
effectively coordinated, keeps the focus on agreed common goals and prevents 
compartmentalization and wasteful spending.

2. National security plans should assign responsibility for overall coordination, 
monitoring and reporting of the plan itself, preferably to an institution or agency with 
political authority, resources, and technical capacity. 

3. National security plans should indicate specific internal and external oversight roles 
and mechanisms. External oversight bodies could include parliamentary committees, 
independent State oversight institutions, the judiciary, civil society organisations, 
including those focused on human rights, with protection from undue political 
influence and adequate financial and human resources. 

4. Financial sustainability and affordability of national security plans should be a 
priority. The plan should include a comprehensive budget. In addition, options 
include:

21　Africa Center for Strategic Studies, National Security Strategy Development in Africa: A Toolkit for Drafting 
and Consultation (2021).

https://africacenter.org/wp-content/uploads/2021/01/National-Security-Strategy-Development-in-Africa-Toolkit-for-Drafting-and-Consultation-Africa-Center-for-Strategic-Studies-2022-01.pdf
https://africacenter.org/wp-content/uploads/2021/01/National-Security-Strategy-Development-in-Africa-Toolkit-for-Drafting-and-Consultation-Africa-Center-for-Strategic-Studies-2022-01.pdf
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	◦ Developing longer-term financial plans and strategies to ensure sustained 
funding for national security

	◦ Exploring revenue generation options to fund the implementation of national 
security plans

	◦ Regularly monitoring and evaluating the financial aspects of national security 
plans to assess progress, identify areas for improvement, and make necessary 
adjustments to enhance financial sustainability.22 

5. Monitoring arrangements should include periodic impact-oriented reviews, which 
take into consideration changing national and international conditions in the short, 
medium and long term.  These reviews should incorporate human rights impact 
assessments.23 

22　Democratic Republic of the Congo, Projets Annuels de Performance 2024 (2023); France, LOI n° 2023-703 du 
1er août 2023 relative à la programmation militaire pour les années 2024 à 2030 et portant diverses dispositions 
intéressant la défense (2023). www.legifrance.gouv.fr/jorf/id/JORFTEXT000047914986
23　France, Cour des comptes, La Loi de Programmation Militaire (LPM) 2019-2025 et les Capacités des Armées 
(2022).

file:///C:/Users/Daniel.Prins/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JRV9YCQS/France, LOI n° 2023-703 du 1er août 2023 relative à la programmation militaire pour les années 2024 à 2030 et portant diverses dispositions intéressant la défense (2023)
file:///C:/Users/Daniel.Prins/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JRV9YCQS/France, LOI n° 2023-703 du 1er août 2023 relative à la programmation militaire pour les années 2024 à 2030 et portant diverses dispositions intéressant la défense (2023)
file:///C:/Users/Daniel.Prins/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JRV9YCQS/France, LOI n° 2023-703 du 1er août 2023 relative à la programmation militaire pour les années 2024 à 2030 et portant diverses dispositions intéressant la défense (2023)
file:///C:/Users/Daniel.Prins/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JRV9YCQS/www.legifrance.gouv.fr/jorf/id/JORFTEXT000047914986
https://www.ccomptes.fr/system/files/2022-05/20220511-rapport-bilan-loi-programmation-militaire.pdf
https://www.ccomptes.fr/system/files/2022-05/20220511-rapport-bilan-loi-programmation-militaire.pdf
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As earlier mentioned, national security plans provide the lynchpin between vision and 
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•	 Climate responsiveness and sensitivity:  the degree to which the plan contributes 
to broader national climate-related targets, as well as those outlined in the Paris 
Agreement, especially concerning mitigation, adaption, response and cooperation.

•	 Coordination: the existence and use of a mechanism for cross-sectoral coordination 
that allows ministries and sector agencies to share information and allocates 
responsibilities and resources for implementation. 

•	 Effectiveness and impact: whether the plan and/or planning process has helped to 
implement the national security policy and/or strategy and, more specifically, by what 
positive impact the plan might have had on a targeted problem. 

•	 Gender responsiveness: conducting gender assessments of national and local-level 
security needs and conducting gender-responsive monitoring including through a 
gender impact assessment and gender budget analysis during the planning process. 

•	 Human rights perspective: the degree to which the plan contributes to specific 
identified national human rights targets, as well as the country’s obligations and 
commitments under human rights law.

•	 Integration: specific mandates and mechanisms that allow associated ministries and 
sector agencies to align respective sectoral programmes, budgets, and policies to 
national security plans. 

•	 Monitoring and reporting: the existence and use of formal provisions or mandates 
to regularly monitor and report progress on planning coherence; the government 
publishing regular reports for parliament and the public about progress on 
implementation.

•	 National engagement and inclusion: the existence of legal frameworks and use of 
mechanisms that meaningfully engage different partners (diverse civil society groups, 
marginalised sections of society, business and industry, science, academia) in the 
formulation and implementation of plans.

•	 Political commitment: the existence of explicit commitments in national legislation 
and/or strategy, in addition to the government’s overall political and financial 
commitment to the plan and planning process.  For political commitment beyond 
government, see ‘Acceptability’ above. 
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•	 Timeliness: whether the plan is being/has been implemented within the expected 
time frame.
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