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Global survey of the implementation of Security Council resolution 

1373 (2001) and other relevant resolutions by Member States 

 
Executive summary 
 

The nature of the global terrorist threat has continued to evolve since 2016, compelling Member 

States to adapt their policies and approaches to address new challenges and existing gaps in their 

counter-
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Small numbers of South American nationals are known to have travelled to the conflict zones of 

Iraq and the Syrian Arab Republic in support of ISIL. 

 

Most States of Eastern Europe have a comparatively low level of risk, but some smaller-scale 

attacks or plots have occurred. The threat level in the Russian Federation has decreased in recent years. 

The risk of terrorist attacks on the basis of xenophobia, racism and other forms of intolerance 

is a growing threat across the subregion. States of this subregion located on both sides of the eastern 

border of the Schengen area have a risk of being used as transit States for illicit movements of 

people, weapons and cash. In 2020, Heads of the CIS Member States adopted the Programme of 

Cooperation of the CIS Member States in Strengthening Border Security at External Borders for 

2021-2025. 

 

States of the Western Europe, North American and other States group have continued to suffer 

from a steady rate of terrorist attacks over the past five years. Australia, Canada, New Zealand 

and the United States 
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Terrorists and terrorist groups continue to raise funds through, inter alia, abuse of legitimate 

enterprises and non-profit organizations, exploitation of natural resources, donations, 

crowdfunding, and the proceeds of criminal activity, including kidnapping for ransom, extortion, 

illicit trade and trafficking in cultural property, trafficking in persons, drug trafficking and the 

illicit trade in SALW. These funds are moved not only by “traditional” means, such as formal 

banking systems, financial institutions, money service businesses or informal financial networks 

and cash-couriers, but also through the use of emerging payment methods such as prepaid cards, 

mobile wallets or virtual assets. 

 

Member States have increasingly introduced amendments to their countering the financing of 

terrorism (CFT) legislation to address the requirements of the relevant Council resolutions, 

recommendations made by the Counter-Terrorism Committee pursuant to its country assessment 

visits, and mutual evaluations and follow-up processes of the Financial Action Task Force (FATF) 

and the FATF-style regional bodies (FSRBs). However, many of the newly adopted or amended 

CFT laws and mechanisms are not used consistently or fully. Many States continue to require 

technical assistance, training and related equipment in this area and should establish platforms for 

the sharing of effective practices and useful experiences. 

 

As States continue to strengthen their CFT legislation and operational measures, there is 

considerable debate as to the extent to which those measures might impact purely humanitarian 

activities, including in conflict zones with active terrorist activity. The COVID-19 pandemic has 

also raised additional concerns regarding the potential impact of CFT measures on emergency 

responses.  

 

Member States’ implementation of resolution 1373 (2001) has been greatly enhanced by their 

establishment of dedicated law enforcement counter-terrorism units and their training of 

specialized counter-terrorism officers to investigate terrorist acts. A significant number of States 

have also developed this capacity using computerized tools, establishing watch lists and databases, 

cross-checking criminal files, and expanding information-exchange systems.  

 

Member States have made some progress in enhancing counter-terrorism law enforcement and 

security cooperation and coordination, with the support of inter-agency information-sharing 

functions or fusion cells. Member States have also adopted their national law enforcement plans 

of action to prevent and combat terrorism and strengthened international cooperation, including 

by extending access to the I-24/7 global police communications system of the International 

Criminal Police Organization (INTERPOL). 

 

Effective control of maritime, land and air borders is essential in countering terrorism because 

it represents the first line of defence against the cross-border movement of terrorists, illicit goods 

and cargo. However, the considerable length of many States’ borders, the complex terrain that they 
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often traverse, the increasing presence of unofficial border crossing points (BCPs), and the use of 

broken travel pose significant challenges to Member States in this regard. 

 

Member States have also continued to confront the threat posed by terrorist exploitation of the 

Internet and other information and communication technologies (ICTs), including social 

media, to commit terrorist acts and to facilitate a wide range of terrorist activities, including 

incitement to violence, radicalization, recruitment, training, planning, collection of information, 

communications, preparation, and financing. Terrorists and terrorist groups motivated by 

xenophobia, racism and other forms of intolerance are taking advantage of technological advances 

to adapt their operational methods, whether by consolidating traditional techniques for 

disseminating propaganda and violent narratives
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I. Introduction 
 

1. The present survey was prepared by the Counter-Terrorism Committee Executive 

Directorate (CTED) pursuant to the request of the Security Council, contained in its resolution 

2395 (2017), that it updates the previous survey (S/2016/49), issued in January 2016.  

 

2. Section I of the survey provides an updated overview of the trends identified in the previous 

global survey
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recommendations will also be useful for other international organizations and bilateral donors 

working in the field of counter-terrorism. 

 

6. Prepared by CTED experts on the basis of their professional judgement of the information 

available up to October 
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9.       Increased membership in groups motivated by xenophobia, racism and related intolerance – 
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14. Although Member States have developed numerous policies and measures to counter the 

flow of FTFs associated with ISIL/Al-Qaida and their affiliates, they have given more limited 

attention to individuals associated with groups motivated by racism, xenophobia and related 

intolerance. Many Member States face challenges in their criminal prosecution of offences 

committed by groups motivated by racism, xenophobia and related intolerance) owing to the lack 

of such designation, which means such groups cannot be tried under existing terrorism statutes. 

Moreover, the focus of hate crimes legislation under which the perpetrators are often tried tends 

to be narrow. The lack of designation also prevents prosecution for membership of a terrorist 

organization and makes material/ financial support prosecutions more complex.  

 

15. Groups motivated by racism, xenophobia and related intolerance have spread mis/dis-

information, fake news, and conspiracy theories, mostly through online channels, to further their 

agenda and increase social polarization. In the context of the global COVID-19 pandemic, groups 

motivated by racism, xenophobia and related intolerance have sought to advance conspiracy 

theories by recycling prejudices and narratives to frame the current crisis and further advance their 

attempts to radicalize, recruit, and inspire attacks. Groups motivated by racism, xenophobia and 

related intolerance will continue to exploit conspiracy theories and mis/dis-information as they 

seek to build new relationships to expand their influence.   
 

2. Terrorist adaptation to the COVID-19 pandemic  

 

16

/sc/ctc/wp-content/uploads/2020/06/CTED-Paper%E2%80%93-The-impact-of-the-COVID-19-pandemic-on-counter-terrorism-and-countering-violent-extremism.pdf
/sc/ctc/wp-content/uploads/2020/06/CTED-Paper%E2%80%93-The-impact-of-the-COVID-19-pandemic-on-counter-terrorism-and-countering-violent-extremism.pdf
/sc/ctc/wp-content/uploads/2020/06/CTED-Paper%E2%80%93-The-impact-of-the-COVID-19-pandemic-on-counter-terrorism-and-countering-violent-extremism.pdf
/sc/ctc/wp-content/uploads/2020/06/CTED-Paper%E2%80%93-The-impact-of-the-COVID-19-pandemic-on-counter-terrorism-and-countering-violent-extremism.pdf
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18.  Quarantine requirements and limited in-person gatherings have provided reduced 

opportunities for terrorists to carry out attacks, thereby leading to a decline in attacks and casualties 

(especially in non-conflict areas). It is likely that this trend will continue, at least until these 

restrictions are lifted.   

 

19

https://unitednations.sharepoint.com/sites/CTED/Shared%20Documents/General/GIS%202021/Content/ALL%20GIS_Whole%20Document_CLEAN/S/2021/68
https://unitednations.sharepoint.com/sites/CTED/Shared%20Documents/General/GIS%202021/Content/ALL%20GIS_Whole%20Document_CLEAN/S/2021/68
https://unitednations.sharepoint.com/sites/CTED/Shared%20Documents/General/GIS%202021/Content/ALL%20GIS_Whole%20Document_CLEAN/S/2021/68
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22.         FTFs also remain capable of motivating, inspiring, and directing those who did not travel 

to conflict zones to carry out small-scale attacks close to home. The Monitoring Team assessed 

that 
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SDF, which administers most of the camps that house such children); lack of consular services; 

age of criminal liability and challenges in determining parentage and nationality. Despite these 

challenges, a small number of States have voluntarily repatriated all or most of their minor 
nationals.  

  

30. The Security Council highlights that women associated with FTFs may have served 

in many different roles, including as supporters, facilitators or perpetrators of terrorist acts. 

 

 

 
4. Countering violent extremism conducive to terrorism 

 

31. Terrorist groups have continued to exploit the Internet and other information and 

communications technologies (ICTs) to plan, organize, radicalize and recruit, fundraise, and 

disseminate propaganda, as well as for other operational purposes. Most States continue to face 

challenges with terrorist and violent content online, in disrupting terrorism financing and 

prosecuting individuals for financing terrorist organizations and engaging in other illicit funding 

activities.   

 

32 Understanding the motivations that lead an individual towards radicalization to violence is a 

complex task, but it is essential to effective counter-terrorism policy development. The narratives 

and discourses used by terrorist groups to attract supporters, including both men and women, and 

advance their agenda must be countered at all levels.  

 

33.       A related concern is that Member States of several subregions continue to experience 

challenges in their efforts to curb the spread of violent extremism within prisons. Although 

recidivism rates after terrorism-related offences remain consistently low, States are concerned at 

the forthcoming release of terrorist prisoners, and the potential for them to radicalize members of 

the community and pursue fundraising, recruiting, and operational activities for terrorist groups.  

 
5. The threat of new terrorist methodologies 

  

34. A consistent threat faced by the international community is the evolution of terrorist 

methodologies, which continuously adapt to evade security measures. Against the backdrop of 

continued rapid technological advancements, there is a possibility that nefarious actors might adapt 
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35.       Most analyses of the capabilities of terrorist actors suggest that instances such as the attack 
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1. From prevention to rehabilitation 

 

(a) Comprehensive and integrated counter-terrorism strategies  

 

42. 
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and equipment with a view to strengthening their framework to prevent and counter the 

financing of terrorism, in line with FATF standards. However, based on the limited numbers 

of STRs that they receive in relation to terrorism financing and the limited number of transactions 

forwarded to prosecution services, those FIUs do not appear to engage in significant CFT activity. 

All six States are members of the Middle East and North Africa Financial Action Task Force 

(MENAFATF). 

 

46. 
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49. 
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54. Criminal procedure in terrorism cases restricts the rights granted to suspects during 

criminal proceedings in all North African States. By means of exceptions to regular criminal 

procedure, four States allow extended periods of custody before suspects must be brought before 

a judge and make it possible to delay access to counsel in custody. Four States, however, provide 

for the presumption of innocence in their legislation and maintain the principle of public trials in 

terrorism cases. 

 
5. Activating international cooperation 

 

(a) Effective mutual legal assistance and extradition 
 

55. Two States have developed and made publicly available guidelines on domestic procedures 

relating to MLA and extradition in order to inform foreign authorities about the requirements that 

must be met to obtain assistance or extradition. This improvement has occurred over recent years. 

Only two States have enshrined the “extradite or prosecute” principle in their national legislation. 

 
(b) Ensuring effective exchange of information and intelligence 

 

56. Half of North African States have conducted bilateral cooperation in investigations in 

terrorism cases (often with European States but also increasingly with other States of this 

subregion). Some of this cooperation has taken place in relation to major, high-profile terrorist 

attacks and involved crime scene management and forensics. 

 

Priority recommendations 

 





https://news.un.org/en/story/2021/01/1081422
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STRs between 2012 and 2017.) At least three FIUs have reportedly signed MoUs with other FIUs 

in the subregion and beyond. One FIU has reportedly acquired specific software to analyse STRs. 

 

73. The border authorities of all but three States have been given the legal authority to stop and 

restrain currency or BNI suspected to be related to terrorism financing. Only two States have 

assessed or reviewed the terrorism-financing risk to their NPO sectors within the framework of 

their respective 2016 AML/CFT National Risk Assessments (NRAs). Both States consider the risk 

https://recsasec.org/who-we-are/
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76. Although all States of the subregion have access to the INTERPOL I-24/7 system through 

their respective INTERPOL NCBs, no State appears to connect frontline officers to the relevant 

INTERPOL databases (including, inter alia, the Stolen and Lost Documents (SLTD) database and 

Red Notices) and the Security Council ISIL (Da’esh) and Al-Qaida Sanctions List. Two States 

connect their major airports to the Personal Identification Secure Comparison and Evaluation 

System (PISCES). Land and maritime border posts across the subregion continue to lack adequate 

personnel, basic infrastructure, equipment and connectivity. As a result, there continue to be 

significant gaps in the capacity of immigration personnel to detect fraudulent travel documents at 

the border (particularly in view of the continued use of paper-based entry/exit protocols and lack 

of access to the SLTD database).  

 

77. Two States are beneficiaries of the UN Countering Terrorist Travel Programme, which has 

already provided with a road map for the implementation of API and PNR capability in those two 

States. One additional State has developed an API system to be used exclusively in connection 

with its national flag carrier. The remaining eight States are considering updating their systems to 

develop API capabilities.  

 

78. All but two States have ratified the 1951 Convention Relating to the Status of Refugees 

and its 1967 Protocol. All but three States have enacted laws aimed at regulating a refugee-status 

determination (RSD) procedure. Only one State explicitly codifies in its counter-terrorism law that 

the relevant Minister may refuse refugee status, having regard to the interests of national security 

and public safety, and based on reasonable grounds to believe that the person has committed or 





 

- 23 - 

 

 
(c) Rule of law  

 

84. The definition of terrorist offences continues to be a concern throughout the subregion. 

Broad, open-ended language is generally used to define terrorist intent. This may lead to the 

criminalization of non-violent acts of protest or dissent, including speech. Some terrorist offences 

lack clarity or precision in their terms. This may lead to their application to acts beyond those 

envisaged by the relevant international counter-terrorism instruments. In general, poorly defined 

provisions may pose challenges in terms of meeting the burden of proof in court and may also 

impede international cooperation. One State’s legislation includes a clause that specifies that an 

act committed in pursuance of a protest, demonstration or stoppage of work shall be deemed not 

to be a terrorist act as long as it was not intended to do harm. 

 

85. Although constitutional safeguards regarding liberty and fair trial have been provided for 

by all States of the subregion, United Nations human rights mechanisms continue to express 

concerns at the failure to enforce them. Seven States of the subregion provide for a period of 48 

hours for a terrorist detainee to be brought before a judge (or a prosecutorial agency). In some 

cases, this period either can be extended or is simply not respected. Three States provide for a 

period of 24 hours, either in the constitution or in the counter-terrorism law. One State allows for 

a five-day period during which detainees may be lawfully held in police custody. In one State, 

civilians accused of terrorist offences are tried in military courts. United Nations human rights 

mechanisms have also expressed concern at the lack of independence accorded to some courts and 

at limitations imposed upon public hearings and/or trials and on access to defence counsel 

throughout the criminal justice process.  

 

86. Two States empower designated security officers to search premises, without a warrant, to 

prevent the commission of a terrorist act. One State authorizes the relevant minister to give 

direction to communication service providers (CSPs) (including telecommunication service 

providers (TSP) and Internet Service Providers 
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https://www.interpol.int/en/How-we-work/Border-management/I-EAC-Project
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materials has not greatly benefitted local communities has added to feelings of disenfranchisement 

and marginalization.  

 

95. The subregion continues to contend with (transnational) organized crime (e.g., drug 

trafficking, human smuggling and trafficking, illegal arms trade, illegal wildlife trade and 

poaching), as well as corruption. Long and porous land and maritime borders are difficult to secure 

and they expose States to exploitation by terrorist and organized crime groups. The subregion must 

also deal constantly with significant movements of persons, including mixed and irregular 

migration, labour migration and displacement due to conflict and natural disasters. Owing to 

instability and natural disasters, the number of refugees and displaced persons has risen 
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B. Implementation of resolution 1373 (2001) in Southern Africa 

 
1. From prevention to rehabilitation 

 

(a) Comprehensive and integrated counter-terrorism strategies 

 

98. Since 2016, very few States have developed a national comprehensive integrated counter-

terrorism strategy and action plan. However, elements of a national comprehensive counter-

terrorism strategy can be found in national strategies to fight money-laundering and terrorism 

financing. Eight States of this subregion have adopted a national AML/CFT strategy. Only one has 

operationalized its comprehensive, integrated national counter-terrorism strategy. In addition, one 

State has adopted a regional counter-terrorism strategy that provides for cooperation with other 

key partners beyond the region to complement and strengthen existing bilateral and multilateral 

ties and make a meaningful contribution to global efforts to prevent and combat terrorism. 

 
(b) Risk assessment  

 

99. Only one State has developed the capacity of its law enforcement to conduct regular threat 

and risk assessments relating to terrorism. The SADC/INTERPOL Early-Warning Centre was 

established to compile strategic assessment and analysis of data collected at the regional level, 

facilitate the sharing information between States on major issues posing threats to the security and 

stability of the subregion, and propose ways and means to prevent, combat and manage such 

threats. However, the Centre is not yet fully operational in relation to conducting terrorism-related 

threat and risk assessments. 

 

100. Seven States have conducted national risk and threat assessments in relation to money-

laundering and terrorism financing. However, they provide only a limited picture of the full threat 

and risk landscape from the law enforcement perspective on financial aspects. The failure of law 

enforcement authorities to conduct frequent national risk assessments represents a significant 

vulnerability.
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flows. The 2005 SADC Protocol on the Facilitation of Movement of Persons, aimed at 

strengthening harmonization of State laws and immigration practices, is not yet in force. 

 
4. Bringing terrorists to justice 

 

(a) Planning and preparation 

 

106. Although the legislation of seven States provides for criminalization of preparatory and 

accessory acts, only four States can prosecute preparatory or accessory acts where the aim is to 

commit the act against another State. Three States criminalize planning, preparation and 

contribution of a terrorist act as autonomous offences. Eleven States criminalize conspiracy, aiding 

and abetting or other forms of participation to terrorism acts. Only one State does not specifically 

criminalize acts of planning, preparation and supporting of terrorist acts as autonomous offences. 

 
(b) 
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https://africacenter.org/spotlight/african-militant-islamist-groups-new-record-violent-activity/
https://africacenter.org/spotlight/african-militant-islamist-groups-new-record-violent-activity/
https://visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf
https://africacenter.org/spotlight/islamic-state-in-the-greater-sahara-expanding-its-threat-and-reach-in-the-sahel/


 

https://www.icc-cpi.int/nigeria
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117. States’ efforts to address the above vulnerabilities and combat terrorism are constrained by 

limited resources and capacity. Political instability has also undermined States’ ability to develop 

and sustain effective responses. Porous and vulnerable borders remain a key concern.26 

https://data2.unhcr.org/en/documents/details/77665
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1. From prevention to rehabilitation 

 

(a) Comprehensive and integrated counter-terrorism strategies  

 

119. Even though the Economic Community of West African States (ECOWAS) adopted a 

Political Declaration and Common Position against Terrorism in 2013, only three States of the 

subregion have adopted a national counter-terrorism strategy. This represents a marginal 

improvement from 2016. In addition, six States appear to have taken steps towards the 

development of such a strategy. Four of those States that have also tasked an existing inter-agency 

counter-terrorism committee or well-identified ministry to draft one. The existing strategies do 

not, however, appear to include comprehensive approaches on the PRR of individuals associated 

with terrorist groups. One State has developed a national P/CVE policy framework and action plan 

that incorporates reference to PRR, but its comprehensive operationalization continues to be a 

challenge. Civil society was involved in designing the strategy of one State (see Central Africa 

Regional outlook and regional spotlight: prosecution, rehabilitation and reintegration of 

individuals associated with Boko Haram in the Lake Chad Basin, below). 

 
(b) Risk assessment 

 

120. Only three States conduct regular assessments of the terrorist threat and risk to their 

territory. In view of the extent of the terrorist threat to the subregion, such assessments are essential 

to risk mitigation A further four States have established intelligence agencies in charge of assessing 

security threats, but do not appear to produce systematic, specific assessments on terrorism with 

actionable information. Another State has established has an intelligence unit that does not appear 
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122. Legislation to counter the financing of terrorism is relatively robust in West Africa. In 

2015, 
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133. Several States 
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https://www.ohchr.org/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf
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Regional spotlight: The use of evidence collected by the military in States of the Sahel 

(Burkina Faso, Mali, Niger) 

 
1. The use of military-collected evidence in bringing terrorists to justice  

 

(a) Context 

 

138. According to the United Nations Office for the Coordination of Humanitarian Affairs 

(OCHA), more than 6,600 civilians have been killed in Burkina Faso, Mali and Niger since 

October 2019, making 2020 the deadliest year for civilians in the Central Sahel.31 Since 2013, with 

the deployment of France’s Operation Serval in northern Mali, concerted military efforts have 

been critical to combating terrorism. However, despite the increasing pressure of military 

operations, these groups have not been fully contained. They have demonstrated resilience, 

adaptability and capabilities that have enabled them not only to endure, but also to expand (see 

also West Africa Regional outlook). It is clear that a military approach alone cannot address the 

challenges posed by (and exposed by) the evolving terrorist threat. In order to sustain the gains 

achieved through military successes, efforts must be made to ensure justice for victims and 

communities. Moreover, those efforts must be subject to oversight, in order to strengthen public 

confidence in the legitimate use of force, and should be consolidated through strengthened good 

governance and service delivery.  

 
(b) Basis 

 

139. In its resolution 1373 (2001), the Security Council decides that Member States shall ensure 

that any person who participates in the financing, planning, preparation or perpetration of terrorist 

acts or in supporting terrorist acts is brought to justice. Both the Council and the General Assembly 

consider that the promotion of effective rule of law-based criminal justice responses to terrorism 

is a central component of an effective counter-terrorism approach. Council resolution 2396 (2017) 

calls on Member States to share best practices and technical expertise “with a view to improving 

the collection, handling, preservation and sharing of relevant information and evidence [. . .] 

including information obtained in [. . .] conflict zones” in order to ensure the ability to prosecute. 

In December 2019, the “United Nations Guidelines to facilitate the use and admissibility as 

evidence in national criminal courts of information collected, handled, preserved and shared by 

the military to prosecute terrorist offences” were issued within the framework of a CTED-led 

project developed by the Working Group on Criminal Justice, Legal Responses and Countering 

the Financing of Terrorism of the United Nations Global Counter-Terrorism Coordination 

 
31 Global Centre for the Responsibility to Protect, “More than 6,600 people killed in attacks in Burkina Faso, Mali and Niger since 

October 2019”, 

https://www.globalr2p.org/States/niger/#:~:text=According%20to%20the%20UN%20Office,civilians%20in%20the%20Central%20Sahe

l. 

https://www.globalr2p.org/countries/niger/#:~:text=According%20to%20the%20UN%20Office,civilians%20in%20the%20Central%20Sahel
https://www.globalr2p.org/countries/niger/#:~:text=According%20to%20the%20UN%20Office,civilians%20in%20the%20Central%20Sahel
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Compact Task Force. The guidelines are based on international law, including international 

humanitarian law and international human rights law, as well as on Member States’ practices. 

Recognizing that the role of the military in civilian criminal justice processes should be 

exceptional,32 the guidelines address practical issues such as ensuring the chain of custody of 

information collected by the military to be used as evidence and promoting cooperation between 

the military and criminal justice authorities. They also acknowledge the sovereignty of Member 

States with respect to these issues, as well as the importance of domestic policy and legal 

frameworks33 (see also legislation and criminal justice thematic outlook, below). 

 
(c) Challenges 

 

140. Ensuring accountability for crimes of terrorism committed in the Sahel requires effective 

cooperation between two very different institutions which have at their core separate mandates and 

distinct cultures. It also requires military and criminal justice institutions to develop sufficient 

familiarity with each other and to agree on the need to coordinate and cooperate. In the Sahel, the 

prosecution of terrorism cases continues to be significantly challenged by the difficulty of 

collecting admissible evidence to secure a conviction. The role of the military in enabling effective 

criminal justice responses to terrorism has been put to the test in some States of the region, where 

terrorist organizations have taken advantage of remote and ungoverned spaces to carry out their 

operations. In such cases, the military is the first (and sometimes only) responder to terrorist 

attacks. As a result, the military (although not trained, equipped, or necessarily legally mandated 

to do so) has found itself in the unusual position of having to assume a number of tasks that are 

typically entrusted to law enforcement officials. Those tasks include detaining suspects and 

collecting information and then transferring both the suspects and the information to the judicial 

authorities. This raises potential human rights concerns relating to, inter alia, the prohibition of 

torture and arbitrary detention, and the right to a fair trial (see also West Africa regional outlook). 

Too often, these cases fail during the judicial process owing to insufficient information relating to 

the suspect or the circumstances of his or her initial capture or simply because the available 

information is not accepted as admissible evidence for a variety of reasons (e.g., human rights 

violations, contamination in the chain of custody, or insufficient documentation).  

 

141. With the help of increased resources and the increased specialization of investigating and 

judicial units in charge of terrorism cases, 34  three Sahel States have successfully completed 

terrorism cases. 35  However, a growing number of suspects remain in pre-trial detention for 

 
 

 
34 Specialized judicial units that have nationwide authority and include a specialized investigation units have now become operational in 

Burkina Faso, Mali and Niger (in Burkina Faso the Specialized Judicial Unit (PJS) and its Specialized Investigation Brigade (BSIAT); in 

Mali the Specialized Judicial Unit (PJS) and its Specialized Investigation Brigade (BIS); in Niger the Specialized Judicial Unit (PJS) and 

its Central Office for Combating Terrorism (SCLCT). 
35 In Mali, “[a]s at 3 December, the 2020 criminal trial session of the Bamako Court of 
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extended periods of time beyond the time frames prescribed by the law. One State has processed 

significant numbers of terrorism cases (with hundreds of cases being dismissed by the prosecution 

or investigating judge or resulting in acquittals at trial years after suspects were arrested by the 

military and placed in pretrial detention). The main reason for these outcomes was the paucity of 

information available with respect to the reason or circumstances for the initial capture or arrest 

by the military. Law enforcement units charged with investigating the cases long after their initial 

detention were unable to find additional evidence. Pursuant to its 2018 assessment visits to three 

States of the Sahel, the Committee recommended that efforts be made to strengthen cooperation 

between the military and law enforcement investigative units and ensure the development of 

effective communication. The Committee also recommended that the three States ensure that the 

military develop standard operating procedures for securing and managing crime scenes and make 

more systematic use of existing template forms aimed at collecting key information to be quickly 

transmitted to investigative units. 

 
2. Progress 

142. The States of the Sahel have made efforts to increase cooperation between the military and 

criminal justice authorities. On 2 March 2018, the Chief Justices of the Supreme Courts of six 

Sahel States (Burkina Faso, Chad, Mali, Mauritania, Niger, Senegal) adopted a set of 

recommendations on the role of Supreme Courts in countering terrorism, which underline the need 

for the military personnel to “systematically prepare a report on the circumstances of the arrest, 

written by a judicial police officer such as the provost marshal or, failing that, by the most senior 

member of the military present at the scene”.36 The use of a form to ensure that key information is 

collected by the military and transferred in a standardized format was pioneered by one Sahel State 

(where the investigating unit in charge of terrorism cases designed such a form for the use of 

military units). That State is currently developing standard operating procedures (SOPs) setting 

out actions that the military should take with respect to the capture and detention of terrorist 

suspects or the collection and preservation of information, which could be admissible in courts.37 

These efforts involve th

https://www.ahjucaf.org/page/les-cours-supr%C3%AAmes-membres-de-l%E2%80%99ahjucaf-dans-la-lutte-contre-le-terrorisme
https://www.ahjucaf.org/page/les-cours-supr%C3%AAmes-membres-de-l%E2%80%99ahjucaf-dans-la-lutte-contre-le-terrorisme
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https://www.ohchr.org/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf
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https://www.ohchr.org/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf
https://www.ohchr.org/Documents/Countries/Africa/G5Sahel_Report_E_Final_05.08.2020.pdf


https://acleddata.com/crisis-profile/boko-haram-crisis/
http://data2.unhcr.org/en/situations/nigeriasituation
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150. 
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being paid to factors relating to gender and age. 46  Gender analysis should not be limited to 

understanding an individual’s relationship with Boko Haram or experience of trauma and conflict 

(which may be strongly influenced by his or her sex), but also seek to understand how gender 

stereotypes affect the development and delivery of effective approaches. The involvement of key 

stakeholders in the entire SPRR process should be reinforced through the embedding of specific 

partnerships with entities having specialized expertise (including NGOs) in certain programmatic 

settings (e.g., rehabilitation efforts in prisons or reintegration support in communities). Approaches 

must also conform to international standards relating to children, including juvenile justice 

standards, and be guided by the best interests of the child. In States of the Lake Chad Basin (whose 

populations are among the world’s youngest), tensions may arise based on age-related assumptions 

and cultural perceptions.  

 
2. Progress 

 

153. Two States have taken steps towards developing a comprehensive PRR strategy by creating 

bodies responsible for coordinating the handling of individuals associated with Boko Haram who 

have surrendered to the authorities. Those bodies include representatives of multiple ministries 

and agencies (both local and national) that can play a role at one or several stages of the PRR 

process. Two States have established a framework or policy document that underlies the process. 

This helps strengthen coordination of the various stakeholders involved.  

 

154. 
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perpetrators of terrorist acts must be brought to justice (in accordance with resolution 1373 (2001)). 

However, inconsistencies in their approaches continue to be observed. 

 

155. At the national level, the same three States have taken steps to address the conditions that 

should be met for an individual to be deemed eligible for reintegration. In two States, individuals 

are directed to reintegration support only after they have been determined to be eligible (usually 

following participation in a rehabilitation programme, but sometimes directly after contact with 

the authorities, if the person concerned is deemed not to require rehabilitation). In the third State, 

some individuals are directed to reintegration support via a similar pathway, while others are 

simply released after they have been “cleared” by security actors or the criminal justice system to 

return to communities in accordance with the law. Efforts are underway to clarify these processes 

and to establish agreed criteria.  

 
3. Limits and continued challenges 

 

156. Not all the building blocks for a comprehensive PRR approach are in place. There is 

therefore a need to strengthen the links between the various components involved. In one State, 

the handling of individuals associated with Boko Haram has been largely informal and has fallen 

on the shoulders of local communities (with minimal involvement, if any, from national 

authorities). This places tremendous strain on already limited resources and could lead to the 

development of approaches that vary significantly from community to community (including the 

risk that perpetrators of serious terrorist offences may not be held accountable owing to the limited 

involvement of State authorities). 

 

157. In one State, the role played by the criminal justice system with respect to the PRR 

coordinating body is neither clearly recognized nor consistent at the screening phase (even though 

the prosecution service is the only body empowered to decide whether or not to charge). In another 

State, however, justice authorities regularly participate in the initial stages of decision-making.  

 

158. In all four States, rehabilitation and reintegration support is primarily reserved for those 

individuals who have surrendered. In two States, arrested individuals are excluded from 

rehabilitation support and systematically prosecuted. In the other two States, a small rehabilitation 

programme has been developed in the prison system, but it has limited capacity. Conversely, 

individuals who surrender are not always carefully screened and are often exempted from 

prosecution without careful scrutiny because they are no longer seen as a threat despite Security 

Council and regional requirements.  

 

159. These conceptual gaps are compounded by the significant practical challenges posed by 

the high volume of individuals associated with Boko Haram who need to be processed. Institutions 

lack ready capacity and the required specialized skill sets. The lack of physical infrastructure also 

presents challenges. Any progress brings the further complication of attracting international 
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they have not directly participated in acts of violence. All four States have introduced legislation 

that criminalizes support for terrorist groups, in relatively broad terms. Consequently, the vast 

majority of the thousands of adults associated with Boko Haram (including those who collaborated 

with Boko Haram while their village was occupied by the group) might have committed an offence 

considered to be serious under domestic criminal laws. To further complicate the situation, many 

persons are somewhere along the victim-offender spectrum and their relations with Boko Haram 

cannot be neatly categorized. A person may have become associated with Boko Haram as a result 

of his or her abduction, but subsequently have committed an offence. States’ criminal laws do not 

explicitly provide ways to address these complexities, except for general provisions concerning 

offences committed under duress.  

 

164. The challenges of securing evidence (or even sufficient information upon which to base a 

decision) is also a major concern. In the Lake Chad Basin, most arrests are made by the military, 

which is not trained to secure information that can be relied on as evidence in court. The military, 

moreover, often operate in environments in which it is particularly difficult to do so. The SOPs 

established by one State48 and by the MNJTF, combined with open communication lines between 

the military and criminal justice actors, may go a long way towards remedying this. Without 

sufficient information and evidence to anchor the screening process, the relevant authorities are 

faced with very difficult choices.  

 

165. Whether through policy or law, all four States have provided for the possibility of deciding 

to exempt from prosecution some individuals associated with terrorist groups who surrender to the 

authorities. Public communications by Governments have also promised leniency to persons who 

surrender to the authorities, but do not address the process or the details. Notwithstanding public 
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tensions is also offered with a view to facilitating the community’s acceptance of returning 

individuals and increasing the chances that their reintegration will be smooth.  

 

171. Reintegration also poses significant short-term and long-term challenges, which include 

the difficulties involved in reintegrating individuals into communities that continue to face terrorist 

attacks or are subject to recruitment campaigns or reject such individuals as being tainted or subject 

them to revenge attacks, as well as the community’s perception that such individuals have 

benefited from unfair, favourable treatment. To address the latter concern, some States have 

adopted an approach that involves supporting both the individuals and the communities. This 

support is intended not only to ease the reintegration of individuals, but also to benefit communities 

in general and offset conditions that may have been conducive to radicalization or recruitment to 

terrorism. Strategic communication is also key in preparing individuals’ return to communities, 

ensuring that communities become essential and willing partners in reintegration efforts, and 

giving the community the confidence that the individuals concerned have been effectively 

scrutinized, do not need to be prosecuted, or have been rehabilitated. Reintegration support should 

also be inclusive of victims and other vulnerable populations to succeed and should be closely 

associated with community-based restorative justice processes. 

 

 

Central Africa



https://reports.unocha.org/en/country/car/
https://reliefweb.int/sites/reliefweb.int/files/resources/20201123_LCB_humanitarian%20snapshot_en%20covid.pdf
https://reports.unocha.org/en/country/car/
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group. Pillar I of the 2020 ECCAS Regional Strategy to Combat Terrorism and the Proliferation 

of Small Arms and Light Weapons in Central Africa explicitly requires States to put in place 

measures to “[p]rotect populations and eliminate recruitment by terrorist groups in the Central 

African region.”  

 
(b) Financing of terrorism 
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184. 
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in military custody by defence and security forces for persons suspected of having committed 

crimes against the security of the State. Shortcomings in the administration of justice have been 

observed in general, including the lack of independence of the judiciary and insufficient numbers 

of trained judges, prosecutors and lawyers, and their uneven geographical coverage of the territory 

compounds access to justice.  

 

188. Six States apply exceptional crimina
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¶ Update and implement legislative frameworks on control of illicit weapons and 

ammunition. 

 

¶ Enhance oversight of law enforcement agencies through establishment or strengthening of 

national human rights institutions by allocating adequate resources and powers of 

investigation to existing institutions to ensure compliance 
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enacted counter-terrorism legislation and made efforts to further strengthen subregional 

coordination and cooperation, especially in the maritime context. 

 

193. Although crime levels are low in most Pacific Island States, incidents of transnational 

organized crime (including trafficking in drugs and counterfeit goods, human trafficking, illegal 

fishing, and environmental crimes) have been detected throughout the subregion. In addition, the 

COVID-19 pandemic and its effects on tourism (the mainstay of many economies of the subregion) 

may provide opportunities for criminal and terrorist organizations and individuals to exploit the 



 

- 62 - 

 

terrorist group or to participate in a terrorist act. This marks a small improvement since the 

previous survey. The legislation of one State criminalizes only recruitment to a proscribed terrorist 

organization. 

 
(b) Financing of terrorism 

 

197. Only one Member State has no legislation on terrorism financing. The other 11 States have 

criminalized terrorism financing as a standalone offence. Eight States have criminalized terrorism 

financing even if the funds cannot be linked to a specific terrorist act, and nine criminalize it even 

if the funds have not been used to commit, or attempt to commit a terrorist act. 

 

198. The legislation of nine States covers the financing of both an individual terrorist and a 

terrorist organization. No State has fully established and implemented an effective mechanism for 

freezing assets without 
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which commits its members to implement legislative measures that criminalize the illicit 

manufacturing, trafficking, sale and possession of firearms, ammunition and other related 

materials. Only Fiji, Nauru and Palau are signatories to the Protocol against the Illicit 

Manufacturing of and Trafficking in Firearms, Their Parts and Components and Ammunition, 

supplementing the United Nations Convention against Transnational Organized Crime (“Firearms 

Protocol”).  
 

3. Opportunity and border security 

 

(a) Passenger screening 

 

202. Only three of the Pacific Island States are not yet members of INTERPOL. This represents 

considerable progress since the previous survey. Services and training are still being introduced in 

the newest three INTERPOL member States, and use of the I-24/7 system and other data tools is 

not yet widespread. Only one State of the subregion is known to have extended available 

INTERPOL database tools and watch lists to frontline immigration and border-control authorities, 

and no State is known to have established effective capacity to screen travellers at ports of entry 

using the Security Council ISIL (Da’esh) and Al-Qaida Sanctions List and INTERPOL Red 

Notices. Nine States are members of the Commonwealth, allowing visa-free entry for citizens of 

States participating in that community agreement.58 No State uses API or PNR systems, but four 

States (Marshall Islands, Nauru, Tuvalu and Vanuatu) have introduced legislation requiring that 

inbound air and sea craft give advance notice and information on all passengers and crew. Fiji has 
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205. Because this subregion is not a typical destination for refugees and persons seeking asylum, 

few States have introduced laws or processes for granting asylum or refugee status. Only Marshall 

Islands and Palau have introduced legislation specifically stating that it shall not grant refugee 

status or provide asylum to any terrorist or alleged offender. Nauru and Papua New Guinea have 

established legal frameworks for persons claiming refugee status and asylum that require the 

provision of identificat
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use in Papua New Guinea, and optical surveillance devices and wiretapping to intercept and record 

private communications are permitted in Samoa. Vanuatu’s Police Commissioner can authorize 

undercover operations, surveillance warrants, and controlled delivery of property for specified 

offences.  

 

209. Although most Member States maintain criminal databases, and law enforcement agencies 

participating in the Pacific Transnational Crime Network (PTCN)59 and contributing to the Pacific 

Transnational Crime Coordination Centre (PTCCC) will have access to data submitted to the 

PTCN through its various Transnational Crime Units (TCUs). Interoperability and information-

sharing between law enforcement, border control, customs, FIUs and other agencies with counter-

terrorism mandates differ by State, though most States in this subregion are able to share 

information with national and regional counterparts.  

 

210. There appears to be some form of independent or civilian mechanism in place for the 

oversight of law enforcement agencies of most Pacific Island States. Eight States of the subregion 

have established Ombudsperson’s Offices (whether through legislation or pursuant to their 

Constitutions). However, two of those Offices have been vacant for several years. Four States have 

not established Ombudsperson’s Offices, but two States have set up commissions to hear 

complaints against leaders and public servants.  

 
(c) Rule of law 

 

211. One State has not adopted any counter-terrorism legislation, has not specifically 

criminalized terrorist acts, and has not defined terrorist acts in its criminal or other legislation. 

Only three States have defined terrorist acts in strict accordance with the international counter-

terrorism instruments and have included exclusions for advocacy, protest, demonstration and 

dissent. The other eight States either use overly broad or vague language that could be used to 

criminalize acts well beyond those envisaged by the international counter-terrorism instruments or 

place limitations on terrorist acts by stating they must involve “serious” damage, bodily injury, 

risk or disruption (without defining parameters for “serious”).  

 

212. The Constitutions of all the Pacific Island States provide for the protection of human rights 

and the rule of law (inter alia, prohibiting arbitrary arrest and detention, upholding rights to a fair 

and public trial, and providing for the presumption of innocence until proven guilty). There is no 

State practice with regard to criminal procedure in terrorism cases, but there is no reason to suspect 

that States would disrespect the rule of law. 

 

213. However, the counter-terrorism legal frameworks of four States do contain provisions 

granting special powers for detention without criminal charge. The counter-terrorism legislation 

 
59 The PTCN provides a police-led proactive criminal intelligence and investigative capability to combat transnational crime in the 

Pacific through a multi-agency and regional approach. 
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of Kiribati, Nauru and Tonga empowers designated officials to order a non-citizen to leave and 

remain outside the State where there are reasonable grounds to suspect that the person has been or 

will be involved in the commission of a terrorist act. A person against whom such an order is made 

may be detained, without filing criminal charges, for seven days, or longer as needed, in order to 

arrange their removal from the State. Marshall Islands has similar legislation, but the initial period 

of detention is 48 hours (which may be extended by court order for an additional seven days, 

without the need for the filing of criminal charges against the person). The legislation of Marshall 

Islands also permits such detention to be enacted to prevent a person from interfering with an 

investigation relating to suspected terrorism. The extended period of time for removal is logical, 

considering the geographical location of Pacific Island States and the limited number of flights 

and passenger ships servicing them, but the existence of such administrative powers (even though 

never utilized) raise some concern.  

 

214. Papua New Guinea has adopted special laws that confer specific powers on law 

enforcement officers in terrorism cases, allowing the State to designate prohibited and restricted 

areas, in which police can make arrests without warrants when terrorism is likely. However, the 

designation of such areas shal

https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
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South-East Asia 
(Brunei Darussalam, Cambodia, Indonesia, Lao People’s Democratic Republic, Malaysia, 

Myanmar, 

  

 卯甀琀栀
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223. Paragraph 32 of resolution 2396 (2017) underscores the importance of a whole of 

government approach and recognizes the role civil society organizations can play, including in the 

health, social welfare and education sectors in contributing to the rehabilitation and reintegration 
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located in the Ministry of Foreign Affairs of Malaysia, has been conducting in-depth research on 

youth in relation to countering terrorism. The Government of Malaysia also cooperates with the 

International Islamic University of Malaysia (IIUM) in this area. Singapore has created the 

International Centre for Political Violence and Terrorism Research (ICPVTR) within the S. 

Rajaratnam School of International Studies (RSIS) at Nanyang Technological University. 

 

227. Some States of South-East Asia are working closely with local communities and non-

governmental actors in countering violent extremism leading to terrorism. Several States have 

developed national action plans and promote a whole-of-society approach that involves 

community and religious leaders, academia and educators, business owners, health and social 

workers, women’s and youth groups, and a range of CSOs, in areas such as prevention, detection, 

rehabilitation and reintegration. The Association of South-east Asian Nations (ASEAN) has 

adopted the ASEAN Plan of Action (PoA) to Prevent and Counter the Rise of Radicalization and 

Violent Extremism 2018-2021 and the Work Plan of the ASEAN PoA 2019-2025 (Bali Work 

Plan), which set out priority areas, activities and outcomes for government agencies to strengthen 

legislation, enhance good governance, improve law enforcement measures, and expand 

partnerships to support a whole-of-society approach throughout the region. 

 

228. SEARCCT has organized nationwide youth programmes on “building community 

resilience” and has partnered with an Australian university to strengthen engagement between 

Governments and CSOs across South-East Asia. As a preventive strategy, Indonesia’s National 

Counter-
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of Australia, Indonesia, Malaysia, and the Philippines have established an FIU analyst exchange 

programme for the purpose of tracking terrorism financing.  

 
2. Addressing enablers of terrorism 

 

(a) Recruitment 

 

233. Since the previous survey, Indonesia introduced amendments to its counter-terrorism law 

in 2018 and the Philippines introduced a new counter-terrorism law 2020 and several States have 
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238. The smuggling of SALW, including firearms, remains prevalent in some States of this 

subregion as a means of fundraising and weapons supply for local terrorist groups. In 2020, four 

States, acting in conjunction with INTERPOL, conducted a border security operation entitled 

“Maharlika III” to target terrorists and organized criminal groups, which resulted in the 

confiscation of more than 13,000 firearms with a value of more than one million euros and the 

arrest of an ASG member.  In another State, efforts have begun to decommission former militants 

and weapons and plans to decommission 40,000 former combatants and weapons by 2022.  

 

239. All States criminalize the illicit manufacturing, trafficking, illicit import and export of 

firearms, but only three Member States specifically criminalize the alteration of firearms or the 

obliteration of their markings. Several States are working to control access to firearms by law 

enforcement officials, following incidents in which firearms and radioactive materials went 

missing from government facilities and police officers were involved in terrorist attacks.  
 

3. Opportunity and border security 

 

(a) Passenger screening 

 

240. Singapore has connected  frontline immigration security screening process to the 
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instruments. Four States have been reported by human rights entities for having used counter-

terrorism measures to suppress political dissidents and human rights defenders.  

 

251. With regard to criminal procedure in terrorism cases, all States follow a process in which 

terrorism offences are presented and tried at regular criminal courts. In accordance with the 

Constitutions of the States of the subregion, fair trials are guaranteed and defendants are presumed 

innocent until proven guilty. However, State practice with regard to arbitrary arrest and detention 

and other provisions have been found wanting in some cases. The United Nations Human Rights 

Committee has expressed concern that in one State a detained terrorism suspect could be held in 

police custody for up to 60 days, with extensions, without being brought before a judge. Another 

State has introduced legislation that undermines the guarantee of habeas corpus set forth in its 

Constitution and also allows for extended detention without charge in terrorism cases. It has also 

been noted that new counter-terrorism legislation being introduced by States of the subregion tends 

to allow for longer detention periods before indictment. 

 

252. Seven States have introduced emergency laws or special laws to confer certain powers in 

certain circumstances to counter terrorism. However only one State67 has an attached a sunset 

clause to its active special counter-terrorism powers. Three States of the subregion may utilize 

administrative detention to prevent suspected terrorist attacks and to detain terrorist suspects and 

violent extremists. One State is able to enforce detention for up to two years at a time, with 

indefinite extensions, in defiance of its established criminal procedure.  

 
5. Activating international cooperation 

 

(a) Effective mutual legal assistance and extradition 

 

253. All States of this subregion have made significant progress in the area of international 
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https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
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¶ Take action to prevent NPOs (including madaris) from being abused for terrorism-





 

- 81 - 

 

2021 another judge was assassinated in Jalalabad. Situation in Afghanistan remained evolving 

since August 2021, which also witnessed the suicide bombing at the international airport in Kabul.  

 

264. Since the previous survey, terrorists and terrorist organizations in South Asia have relied 

predominantly on the Internet, particularly 
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273. Two States
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277. All States of this subregion have functioning FIUs, although some have been in operation 

longer and are significantly larger and more productive than others. For example, one State 

reported 65 STRs in one annual review cycle, whereas another State reported 1,436,340 STRs in 

the same one-year cycle. India’s FIU is an autonomous organization whose processes are fully 

automated.  Several FIUs are reported to be able to perform analysis and produce good quality 

intelligence products relating to terrorism financing, but some FIUs are not yet considered 

independent and several remain under-resourced in terms of staffing and equipment. The FIUs of 

some States would benefit from revised legislation to permit them to spontaneously share financial 

intelligence with law enforcement agencies and also allow law enforcement and other agencies to 

also directly request financial intelligence. Five States are active members of an intergovernmental 

group of FIUs, and one State is in the application process.  

 

278.  Four States of South Asia have the legal authority to restrain cash and BNI suspected to be 

related to money-laundering and terrorism financing. Two other States have introduced legislation 

providing that funds could be restrained if necessary. In one Asian State, the declaration system is 

insufficient for AML/CFT objectives and the customs authorities have no power to detain or seize 

cash or BNI related to suspected criminal activities. The duration that cash or BNI may be 

restrained ranges throughout the region, but in most cases the only for a temporary restraining of 

funds is authorized. Not all States of this subregion share information from declarations reflecting 

the cross-border movement of funds with their FIUs. India has incorporated the role of cash 

couriers in its national risk assessment.  Pakistan conducted a sectoral risk assessment on cash 

smuggling in 2019 but for the majority of States in the subregion there remains a need to further 

strengthen the capacity of customs officers to identify, prevent and detect the illicit cross-border 

movement of funds via cash couriers.  

 

279. Since the previous survey, three States of this subregion have undertaken an assessment of 

the risk of the NPO sector to terrorism-financing abuse. Pakistan assessed 
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290. Most States of this subregion empower multiple agencies (at the national and provincial 

levels), as well as the military, to investigate crimes of terrorism. Investigative capacity in this 

subregion remains hampered by insufficient coordination and communication among those 
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-------

https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
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300. Most States of Central Asia and the South Caucasus have been affected by the FTF 

phenomenon, both as States of origin (for several thousands of fighters) and as transit routes. 

Fighters from these subregions were among the senior commanders of ISIL and the Al-Nusrah 



 





 

- 94 - 

 

and action plans reflect a whole-of-Government approach and, to varying degrees, include 

elements of a whole-of-society approach. However, ensuring practical implementation and 

effective monitoring and evaluation continues to present challenges.  

 

308. Armenia and Georgia have adopted comprehensive strategies. In Georgia, various 
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impediments to the integration of such sources into national databases and partly to States’ 
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tabletop exercises. OSCE has supported the States of the region through, inter alia, training courses 

on the detection of forged documents and imposters. States of the region (especially those 

bordering Afghanistan) also receive a significant amount of international assistance in this area 

(including through UNDP IOM, and the Border Management in Northern Afghanistan 

(BOMNAF) and Border Management in Central Asia (BOMCA) initiatives). In the South 

Caucasus, permanent cooperation frameworks also include the European Border and Coast Guard 

Agency (Frontex), as well as global arrangements such as INTERPOL and WCO. Armenia and 

Georgia have concluded an agreement on border management facilitating cooperation between 

their respective State agencies. 

 

322. All three South Caucasus States have RSD systems in place. In one State, this includes 

practical measures to fingerprint all asylum seekers and screen some asylum applicants against 

national and international databases where possible links with terrorism have been identified. In 

another State, fingerprinting and identification checks are made, and the assessment includes 

checks with the intelligence service and security agencies to identify any terrorism connections. 

The immigration authorities undertaking RSD procedure do not have access to international watch 

lists. The Committee has recommended that all asylum seekers be screened against the relevant 

databases upon initial registration of the asylum claim. In respect of one of the States of the 

subregion, the Committee noted that domestic legislation on refugee status expanded the bases of 
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Central Asian States did not make clear whether those provisions were sufficient to prosecute 

preparatory/accessory acts committed in those States with the aim of committing terrorist acts 

abroad, especially if such terrorist acts have ultimately not been committed. The Counter-

Terrorism Law of Turkmenistan specifically provides for 
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328. The legislation of all eight States authorizes law enforcement agencies to employ a range 

of SITs, including control of postal and telegraph messages and communications, wiretapping, 

data-mining in communication channels, controlled purchase or acquisition, and the use of overt 

or covert assistants. In general, permission to use SITs is not required for standard investigations 

(e.g., search of computer hardware). Justification and, typically explicit approval of the overseeing 

authority (in most States, the Office of the Prosecutor-General; in one State, the investigative 

judge) for the use of wiretapping or other intrusive measures conducted without alerting the subject 

of investigation must, however, be provided. Most States allow for exceptions in urgent cases 

relating to very serious crimes on the condition of ex post facto court authorization (South 

Caucasus) or subsequent determination/confirmation of legality by the competent prosecutor or 

investigative judge (Central Asia). One South Caucasus State requires that all information 
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established have an Ombudsperson empowered to, inter alia, conduct unannounced inspections of 

places of detention and corrections, as a mechanism to prevent torture, in an advisory capacity. 

However, most of the Ombudspersons lack resources and independence.  

 
(c) Rule of law 

 

332. The counter-terrorism laws of most Central Asian States provide definitions of “terrorism” 
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336. In all Central Asian States, procedures relating to MLA and extradition are set forth in the 

code of criminal procedure. Some States have provided brief convention-specific information for 

the UNODC-administered online directory. Two of the three South Caucasus States have 

developed and made publicly available guidelines on domestic laws and procedures relating to 

MLA and extradition in order to inform foreign authorities about the requirements that must be 

met to obtain assistance or extradition. The other State has made some information available via 

the website of the Council of Europe (although only in summary).  

 

337. Kyrgyzstan has included an explicit provision in its counter-terrorism law stipulating that, 

in the event of refusal to extradite a foreign person or stateless person not permanently residing in 

the State who committed or is suspected of having committed a crime of terrorist nature, the person 

concerned shall be subject to criminal prosecution on the grounds and procedures stipulated by 

national legislation. In other States of the subregion, the principle aut dedere aut iudicare is 

reflected only partially or not at all. The two CIS Conventions on Legal Assistance and Legal 

Relations in Civil, Family and Criminal Cases, signed in Minsk in 1993 and in Chisinau in 2002, 

respectively, provide for the prosecution of the State’s own nationals, as they cannot be subject to 

extradition. 

 

338. In the South Caucasus, only Georgia has introduced domestic legislation that includes 

provisions to ensure that the aut dedere aut iudicare principle would be fully complied with in 

practice. The legislation of one other State of the subregion provides for prosecution in cases where 

extradition has been denied, but only as a discretionary ground at the request of the State seeking 

extradition (which is inconsistent with the mandatory nature of the rule).  

  

339. Georgia and Kazakhstan have introduced specific legal frameworks for the establishment 

and functioning of joint investigation groups involving foreign authorities. The possibility of 

establishing international joint investigation groups is also provided for in the 1999 CIS Agreement 

on the Procedure of Stationing and Cooperation of Law Enforcement Agents in CIS States and in 

the Chisinau 2002 Convention. A draft agreement on the establishment and functioning of joint 

investigation groups in the territory of CIS States has been developed under the Interstate 

Programme on Joint Measures to Combat Crime. In most States, interaction with foreign 

authorities in the form of information exchange, consultations, and so forth is possible through 

informal bilateral cooperation. States have also successfully used the channels of the CIS Bureau 

on Coordination of Countering Organized Crime. States of both subregions have shared examples 

of having successfully conducted joint counter-terrorism operations involving law enforcement 

and border agencies. Armenia has reported cooperating in the investigation of a case involving 

alleged preparations for terrorist acts through the use of social media. Georgia recently became 

able to participate in joint investigative teams established by the European Union Agency for Law 

Enforcement Cooperation (Europol) pursuant to its Agreement on Operational and Strategic 

Cooperation. 
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Priority recommendations 

 

¶ Review and revise legislation in order to ensure that all offences set forth in the relevant 

international counter-terrorism instruments are adequately reflected in domestic law and 

that all definitions of the relevant terrorist offences are clear and precise to ensure that the 

requirements of the relevant recently adopted Security Council resolutions are fully 

reflected in revised counter-terrorism legislation, notably with respect to FTF travel and 

other offences committed by FTFs abroad. 

 

¶ Enhance the tools available to reporting entities for the automated detection of suspicious 

transactions and transmittal of the relevant information to the FIU.  

 

¶ Conduct regular reviews of their NPO sectors with respect to their vulnerability to abuse 

for terrorism-financing purposes and enhance outreach to the sector to raise its awareness 

of the relevant risks.
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A. Terrorism trends 
 

1. Risks 

  

340. The previous global survey noted that few States in Western Asia had recently endured 

prolonged conflict, but some had suffered considerably from terrorist activity.  By 2020, terrorist 

attacks had affected 10 of the 12 Member States of this subregion. The fragility of the political and 

security situation in some of States continues to warrant vigilance. The previous survey also noted 

that proximity to the armed conflict in the Syrian Arab Republic and the activities of various 

terrorist organizations greatly exacerbated the terrorist risk to Western Asia. This continues to be 

the case, owing in part to the continued displacement of people from Iraq and the Syrian Arab 

Republic, causing continued cross-border security concerns and significant political and economic 

tensions for States located in this subregion. The porous and lengthy nature of many land borders 

and border-control weaknesses also continue to increase the subregion’s vulnerability. 
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2. Addressing enablers of terrorism  

 

(a) Recruitment  

 

348. At the time of the previous global survey, few States had explicitly criminalized terrorism 

recruitment in their legislation. The remaining States continued to rely on general provisions in 
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366. In most States of this subregion, the definition of terrorist acts is overly broad and not clear 

and precise, and thus risks applying to acts beyond those envisaged in the international counter-

terrorism instruments. Common shortfalls in this regard include the use of overly broad or open-

ended terms within the definition and the criminalizing of certain non-violent conduct that falls 

outside the scope of the relevant international instruments. One State in the Gulf has implemented 

the Committee’s recommendations to review its legislation, which is Qatar and has redrafted its 

Law on Combatting Terrorism in 2019 to include a definition that is precise and appropriately 

focused on violent acts committed with terrorist intent. 

 

367. 
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subregional cooperation on criminal matters, but not all States of this subregion have appointed a 

focal point. 

 

371. The domestic legislation of States of this subregion does not ensure that the aut dedere aut 

iudicare principle provided for in the international counter-terrorism instruments will be fully 

complied with in practice. Relevant domestic laws permit referral of cases to the competent 

authorities for purpose of prosecution in certain circumstances, but do not make this mandatory. 

They also fail to stipulate that such referrals must take place “without undue delay”. 

 

372. With respect to bilateral cooperation in terrorism investigations, it does not appear that all 

States of this subregion have conducted bilateral cooperation in investigations relating to terrorism 

cases. Even though they have signed bilateral arrangements, the States of this subregion have not 

established a subregional platform that would allow for effective and expeditious exchange of 

information. The Gulf States traditionally cooperate within the framework of the Cooperation 

Council for the Arab States of the Gulf, especially in sharing information and intelligence. 

Cooperation through the Council has recently been undermined by a disruption in regional 

relations, but efforts to restore cooperation are under way.  

 

Priority recommendations 

 

¶ Amend terrorism offences to ensure treaty-based offences are established as serious 



 

- 
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(b) Risk assessment 

 

377. Law enforcement and other security agencies of four States are known to conduct threat 

and risk assessments relating to terrorism. China’s Counter-Terrorism Law stipulates that risk 

assessments of key potential targets should be conducted regularly. Mongolian law enforcement 

and border-control agencies have adopted risk-
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and border-security officers. Another State integrates INTERPOL information in real-time into its 

uniform database for immigration and border control. One State has not yet extended real-time 

information to its frontline officers and appears to use an older system, which requires the NCB to 

download and distribute INTERPOL information through its internal law enforcement network 

systems. 

 

386. Four States of East Asia implement API and PNR, and two employ an iAPI system. One 

State requires neither API nor PNR. In three States, immigration and border security officers have 

access to API information; airline check-
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restrictions on access to counsel in terrorism cases; extended period of pre-trial detention; the 

taking of confessions without lawyers present; reports that the presumption of innocence, although 

stated in the law, is not always respected in practice; and concerns regarding the independence of 

the judiciary. In one Member State, for example, subjects can be detained in police cells for a 

period of up to 23 days, with limited access to a lawyer and without the possibility of bail.  

 

397. The counter-terrorism legislation of all five Member States appears to grant added powers 

to certain authorities to counter terrorism. The legislation of one State grants authority for the 

collection of information relating to the finances, movement, and location of terrorist suspects, and 

the legislation of another confers broad powers on public security authorities to impose a range of 

restrictive measures against persons being investigated on suspicion of terrorism activities. One 

State has adopted additional counter-terrorism laws and regulations authorizing special powers. 

These special laws are not subject to sunset clauses.  

 
5. Activating international cooperation 

 

(a) Effective mutual legal assistance and extradition 

 

398. Four States of this subregion have enacted laws on extradition and MLA. Although no 

State appears to have developed separate guidelines on its related domestic laws and procedures, 

the extradition and MLA laws of all States of the subregion contain clear provisions on rules and 

procedures and are made publicly available. Greater efforts should be made to publicizing names 
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that mass arrests and lengthy periods of detention without charge are not used as part of 

terrorism prevention 
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State has developed a specific risk-based approach guide for non-financial sectors, which contains 

a chapter for NPOs that includes specific measures relating to sectoral registration and supervision 

practices. There is no indication that States have conducted outreach activities in relation to the 
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(a) Effective mutual legal assistance and extradition 

 

427. All Central American States are members of OAS/CICTE and parties to the Inter-American 

Convention Against Terrorism. They have also all ratified the Inter-American Convention on 

Mutual Assistance in Criminal Matters. Seven States are members of the Ibero

http://web.oas.org/mla/en/Pages/default.aspx
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
https://thecommonwealth.org/sites/default/files/key_reform_pdfs/P15370_13_ROL_Schemes_Int_Cooperation.pdf
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It will facilitate contact between established national focal points to expedite the exchange of 

information about potential terrorist threats with the goal of preventing incidents or attacks.  

 

Priority recommendations 

 

¶ Develop comprehensive and integrated national counter-terrorism strategies and effective 

mechanisms to implement them as recommended in Security Council resolutions 1963 

(2010), 2129 (2013) and 2395 (2015).  

 

¶ Review relevant legislation to ensure that it criminalizes acts of planning and of preparation 

as an autonomous offence. 

  

¶ Introduce comprehensive terrorist asset-freezing regime that includes a designation 

mechanism with adequate due process safeguards and can be swiftly communicated to the 

private sector to identify and detect any funds or financial assets held by designated persons 

or entities. 

 

¶ Ensure that competent authorities have the legal power to stop or restrain in-bound and 

out-bound currency and/or BNI suspected to be related to terrorism financing; strengthen 

information-sharing between the FIU, police and customs authorities to prevent the illicit 

cross-border movement of cash and BNI.  

 

¶ Consider ratifying the Firearms Protocol and adopt and implementing a series of crime-

control measures aimed to implement all aspects of the protocol.  

 

¶ Ensure full use of, and access to, national counter-terrorism databases and all INTERPOL 

databases and tools for all law enforcement officials, particularly those beyond NCBs, to 

include entities at all BCPs, airports, customs and immigration posts, and police stations. 

 

¶ Strengthen coordination and information sharing among Member States around diverse 

terrorist threats, taking advantage of mechanisms that exist for such purposes, including 

the OAS Inter-American Counter-Terrorism Network.  

 

¶ Institute effective, independent and impartial mechanisms that can address individual 

complaints of misconduct by law enforcement or prosecutorial officers.  

 

¶ Extend real-time access to the INTERPOL I-24/7 network to all border officials.  

 

¶ Implement API and PNR systems and conduct border controls based on risk assessments 

to detect the movement of, and identify, known and suspected terrorists.   
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¶ Strengthen respect for the right to a fair trial and due process, specifically in relation to th
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433. Although Member States of the subregion have strengthened their counter-terrorism 

capacities, there remain a number of challenges, including the lack of national counter-terrorism 

strategies and judicial and prosecutorial capacities; the limited use of SITs and witness-protection 

measures; shortcomings in forensic capacity; porous coastlines; lack of financial and human 

resources; and low capacity to counter online radicalization and violent extremist propaganda 

conducive to terrorism. In addition, the COVID-19 pandemic may provide an opportunity for 

terrorist organizations and individuals to exploit the region’s counter-terrorism vulnerabilities.  

 

6. Regional spotlight: border security (air, land and sea): the Caribbean 

 

434. The border-security-related obligations set forth in Security resolution 1373 (2001) require 

that Member States prevent the movement of terrorists or terrorist groups by effective border 

controls and controls on the issuance of identity papers and travel documents. The resolution also 

calls on all States to take the necessary steps to prevent the commission of terrorist acts; to intensify 

and accelerate the exchange of operational information; and to cooperate in preventing trafficking 

in arms, explosives and sensitive materials. Effective border management is of particular 

importance with respect to FTFs, as reflected in Council resolution 2178 (2014) and subsequently 

reaffirmed in Council resolution 2396 (2017), which include requirements for Member States to 

establish API systems and develop the capability to collect, process and analyse PNR data. In its 

resolution 2396 (2017), the Council decides that States shall develop watch lists or databases of 

known and suspected terrorists, including FTFs, for use by law enforcement, border-security, 

customs, military and intelligence agencies to screen travellers and conduct risk assessments and 

investigations, in compliance with domestic and international law, including human rights law. In 

addition, States are encouraged to share this information through bilateral and multilateral 

mechanisms. In its resolution 2482 (2019), the Council calls on States to strengthen border 

management to effectively identify and prevent the movement of terrorists, terrorist groups and 

transnational organized criminals working with them. 

 

435. Information-sharing, inter-agency coordination and cooperation. Most frontline 

immigration authorities have access to national watch lists and alerts. Since the previous survey, 

two States (Jamaica and Trinidad and Tobago) have created central counter-terrorism databases 

that are accessible to relevant law enforcement agencies on a need-to-know basis. One State 

(Jamaica) has introduced a Directive aimed at ensuring the effective management of its counter-

terrorism watch list. Three States (Bahamas, Jamaica, and Trinidad and Tobago) have established 

national inter-agency mechanisms to coordinate intelligence and joint strategic planning by all 

national law enforcement agencies and government departments. In general, States’ criminal 
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initiatives such as the Advance Passenger Information System (APIS), the CARICOM Integrated 

Border Security System (CARIBSEC), and the CARICOM Automatic Watch List System 

(CAWS). Since the previous survey, States have increased use of the CARIBSEC regional watch 

list to facilitate sharing and analysis of intelligence, including on stolen and lost about passports, 

criminal offences, and terrorist affiliations. All States of this subregion are members of 

INTERPOL and receive and share information regarding terrorism and other serious crimes 

through INTERPOL mechanisms, as well as through CARICOM systems (some of which have 

been expanded since 2016 to facilitate sharing and analysis of critical intelligence information and 

assessments). In 2018, INTERPOL established a Liaison Office within the Joint Regional 

Communications Centre (JRCC) of the CARICOM Implementation Agency for Crime and 

Security to support police cooperation in the subregion. 

 

437. Since the previous global survey, States of this subregion have strengthened their 

cooperation and coordination on law enforcement and border-control measures, particularly within 

the framework of CARICOM and OAS/CICTE. In February 2018, the Caribbean subregion 

approved a common strategy to counter terrorism within CARICOM. The strategy calls on States 

to enhance information and intelligence capabilities, strengthen border controls, and advance 

coordinated and cooperative relationships between intelligence, security and law enforcement 

agencies nationally, regionally and internationally. To this end, the CARICOM Implementation 

Agency for Crime and Security and OAS/CICTE have continued to support States in their efforts 

to strengthen intelligence and information-sharing mechanisms on individual terrorists and FTFs, 

including in countering trafficking in SALW, joint training, and early-warning mechanisms. 

 

438. CARICOM has been particularly innovative in establishing regional arrangements to share 

border-control infrastructure and traveller data. Notable mechanisms in this regard include the 

Implementation Agency for Crime and Security’s two sub-agencies (the JRCC and the Regional 

Intelligence Fusion Centre (RIFC)), which serve to facilitate information and intelligence sharing 

with Member States and international partners. The RIFC works to enhance the sharing and 

analytical support of threat and risk assessments with national authorities and supports the JRCC 

in the area of border security. The JRCC analyses and screens API data received against regional 

and international watch lists populated by participating States, in conjunction with other traveller 

information such as API and PNR, to detect and interdict known or suspected terrorists. In 2018 

alone, over sixty-three million passenger recordpassta h
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(2017). There is a need to ensure PNR operational capability, including the ability to collect, 

process and analyse PNR data, in furtherance of the relevant ICAO standards and recommended 

practices and in accordance with Security Council resolutions 2396 (2017) and 2482 (2019), 

including with respect to privacy and data-protection safeguards.  

 

440. 
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(a) Comprehensive and integrated counter-terrorism strategies 

 

443. Most Member States of the subregion have not yet adopted comprehensive and integrated 

national counter-terrorism strategies as recommended in Security Council resolutions 1963 (2010), 

2129 (2013) and 2395 (2015). In 2018, Trinidad and Tobago approved a comprehensive counter-

terrorism strategy that focuses, inter alia, on deterring people from participating in or supporting 

terrorism, enhancing national counter-terrorism operational capabilities, and building national 

resilience following an attack. In the same year, Jamaica established a steering committee in its 

National Counter-Terrorism Forum to draft its National Counter-Terrorism Strategy, which 

reflects the provisions of the relevant Security Council resolutions and international counter-

terrorism instruments. However, most States of the subregion continue to rely on national security 

strategies to address various types of crime rather than standalone counter-terrorism strategies that 

integrate law enforcement measures and address socio-economic, human rights, gender and rule 

of law components. 

  
(b) Risk assessment  

 

444. Several States of this subregion appear to conduct terrorism threat and risk assessments. 

Not all States of this subregion have developed sufficient expertise on data-gathering, analysis, 
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offence of agreeing to recruit or recruiting a child to participate in the commission of a terrorist 

act as an aggravating circumstance. 

 
(b) Financing of terrorism 

 

447. All States have criminalized terrorism financing as a standalone offence that covers the 

funding of both individual terrorists and terrorist organizations. Several States have introduced or 

amended asset-freezing legislation and systems to freeze terrorist funds without delay pursuant to 

resolution 1373 (2001). In practice, however, the effectiveness of freezing mechanisms in most 

States has not been tested and no funds have been frozen pursuant to resolution 1373 (2001). The 

FIUs of nearly all States are fully operational and have been given adequate human and financial 

resources. A few States have enhanced the capacities of their respective FIUs in relation to the 

receipt and analysis of STRs, the investigation of terrorism-financing offences, and international 

cooperation. Eleven States of the region are member of the CFATF and two are members of the 

GAFILAT. 

 

448. Several States have enhanced coordination between the relevant authorities to identify and 

investigate cross-border transportation of cash or other BNI, resulting in a number of seizures. 

However, some States continue to lack the legislative basis for the competent authorities to stop 

or restrain currency and BNI that are suspected to be related to terrorism financing or that are 

falsely declared or disclosed. Since the previous survey, States have reviewed their legal 

frameworks relating to NPOs, considered the threat posed by NPOs in their NRAs, and enhanced 

their outreach to the sector. However, only a few States have conducted risk assessments to 

determine which NPO subsector is most vulnerable to terrorism financing.  

 
(c) Firearms 

 

449. Most States to some extent criminalize the illicit trafficking and manufacturing of firearms, 

as well as the obliteration of official markings. Since the previous survey, several States have 

adopted or strengthened national legislation to make the possession, use and transfer of firearms 

and ammunition a serious criminal offence, including by increasing fines and penalties. However, 

despite numerous initiatives and mechanisms aimed at addressing the problems of armed violence, 

the subregion continues to be severely affected by the flow of illegal firearms and ammunition. 

 
3. 
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passenger traffic crossing their borders. Frontline officers rely on information either from the 

INTERPOL NCB or the JRCC.  

 

451. All States of the subregion have introduced API and several have adopted or amended 

legislation to include PNR data. However, most States continue to lack operational capability, 

including the ability to collect, process and analyse PNR data in accordance with the relevant 

ICAO standards and recommended practices as required by Security Council resolutions 2396 

(2017) and 2482 (2019). States have also strengthened the capacity of their national border-control 

systems to detect potential terrorists. Several States have introduced biometric passports 
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459. Proactive law enforcement strategies and complex investigations often involve the use of 

SITs. Since the previous survey, several States have adopted legislation requiring the use of 

techniques such as electronic surveillance, undercover operations and controlled delivery. In most 

cases, SITs can be used as investigative tools subject to prior judicial authorization and 

supervision, but not for evidence-gathering purposes. Several States have updated their legislation 

to regulate the lawful interception of communications if clearly defined conditions are fulfilled. In 

most cases, electronic evidence/records are admissible as evidence in court proceedings and 

provide for a process for authentication.  

 

460. Several States have established formal external oversight bodies that are intended to 
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(b)
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¶ Establish legislation and necessary ICT capacity to collect, record, retain, search for, and 

use the entry/exit details of travellers crossing their borders, including processes for the 

handling of personal information (biographic and biometric) that comply with the right to 

privacy and data protection requirements. 

 

¶ Develop an independent review or oversight body to oversee law enforcement and 

intelligence agencies, including national security legislation and practices, and consider 

establishing national human rights institution in accordance with the Paris Principles. 

 

¶ Strengthen respect for the right to a fair trial and due process, specifically in relation to the 

protection against unlawful and arbitrary deprivation of liberty; prohibition of torture and 

other cruel and inhumane treatment and punishment; and the right to a hearing without 

undue delay, including in the case of expulsion proceedings concerning foreign nationals. 

 

 

6. Regional spotlight: preventing terrorist groups from acquiring weapons through 

illicit trafficking in Latin America and the Caribbean  
 

A. Context  

 

467. In its resolution 2117 (2013) — the first Security Council resolution to focus on combating 

the illicit trade in small arms and light weapons (SALW) — the Council recalls with concern the 

close connection between international terrorism, transnational organized crime, drugs trafficking, 

money-laundering, other illicit financial transactions, illicit brokering in SALW and arms 

trafficking. Subsequently, in its resolutions 2322 (2016) and 2370 (2017), the Council refers to the 

links between terrorism and organized crime, expressing concern that terrorists benefit and 

continue to profit from transnational organized crime, including from the trafficking of arms, 

persons, drugs and artefacts, and recognizing the indispensable role of international cooperation 

in crime prevention and criminal justice and that of fair and effective criminal justice systems as a 

fundamental basis of any strategy to counter terrorism and transnational organized crime. 

Similarly, in its resolution 2482 (2019), the Council expresses its concern that terrorists can benefit 

from organized crime, whether domestic or transnational, as a source of financing or logistical 

support, and recognizes that the nature and scope of the linkages between terrorism and organized 

crime vary depending on the context. The Security Council Guiding Principles on Foreign 

Terrorist Fighters: the 2015 Madrid Guiding Principles + 2018 Addendum (S/2015/939 and 

S/2018/117) provide practical tools and guidance for Member States to address the illicit 

trafficking in SALW. 

 

B. The threat in Latin America and the Caribbean 

 





 

- 



 

https://mexico.unwomen.org/es/noticias.yeventos/articulos/2019/12/spotlight
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Identification System (IBIS) laboratories. The Working Group on Firearms of the Southern Cone 

Common Market (MERCOSUR) has established a network of specialists for the exchange of 

information, including experiences and practices in the marking of weapons of fire and 

ammunition.  

 

 

South America 
(Argentina, Bolivia (Plurinational State of), Brazil, Chile, Colombia, Ecuador, Guyana, 

Paraguay, Peru, Suriname, Uruguay and Venezuela (Bolivarian Republic of)) 

 

 

A. 
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criminal and MLA procedures. In practice, the effectiveness of freezing mechanisms in most States 

of the subregion has not been tested. One State regularly tests its system but has not frozen funds; 

one State has frozen funds pursuant to its AML/CFT legislation; and one State has ordered an 

administrative freezing against persons accused of "State terrorism-related issues". However, there 

are no recent examples of funds having been frozen pursuant to resolution 1373 (2001). The FIUs 

of most States are operationally independent, with their own legal status, administrative autonomy 

and funds. Although all FIUs perform the core functions of an FIU, they are not all fully functional 

with respect to receiving STRs, performing analysis, and disseminating financial analysis to the 

competent authorities. Two FIUs lack the necessary IT equipment and software, and several are 

understaffed. However, there is a significant degree of cooperation and information exchange 

between the FIUs and the competent authorities, and many FIUs cooperate with counterparts 

outside the region. Two FIUs have provided training to other FIUs of the subregion. Nine FIUs in 

the subregion are active members of an intergovernmental group of FIUs that ensures efficient 

information-sharing. Eleven States of the region are members of the GAFILAT, with two also 

being members of the FATF; one State is member of the CFATF. 

 

490. All States have enhanced coordination between relevant authorities to identify and 

investigate cross-border transportation of cash or other BNI, resulting in a number of seizures in 

recent years. Eight States have established the legislative basis for the competent authorities to 

stop or restrain currency and BNI that are falsely declared or disclosed. In some of those States, 

the relevant authorities are authorized to sanction persons who do not declare or falsely declare the 

entry or exit of the cash and BNI (with the fines equivalent to a percentage (varying by State) of 

the total of undeclared or falsely declared funds, without prejudice to the continuation of criminal 

actions in case of crime). Only four States have introduced clear laws empowering the border 

authorities to stop or restrain currency and BNI suspected to be related to money-laundering or 

terrorism financing. 

 

491. Since the previous survey, only some States of this subregion have undertaken an 

assessment of the risk of the NPO sector to terrorist-financing abuse. Implementation has generally 

improved in this area, but further steps need to be taken. Two States have reviewed their legal 

frameworks relating to NPOs, considered the threat posed by NPOs in their NRAs, and enhanced 

their outreach to the sector. No State of this subregion appears to have conducted a risk analysis 

that would identify the subset of NPOs that are most vulnerable to abuse for terrorism-financing 

purposes.  
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495. Six States have established an electronic system to record and store the entry/exit of 

persons. Most States are working to improve their capacities to detect the fraudulent use of identity 

and travel documents,  

 

496. Transnational law enforcement cooperation remains at the developmental stage, but States 

of the subregion do cooperate regionally throu
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eliminate any risk of impunity, the principle of aut dedere aut iudicare has been incorporated into 

several multilateral conventions, to which most States are parties. States continue to face 

challenges, however, in gaining access to evidence located abroad and utilizing it within their own 

judicial systems.  

 
(b) Ensuring effective exchange of information and intelligence 

 

508. Some States have taken steps to strengthen information-sharing between law enforcement 

agencies. Several States are increasingly integrating intelligence into law enforcement operations, 

and in four States law enforcement agencies themselves are becoming more involved in acquiring 

intelligence. Almost all States have established legal frameworks for Joint Investigation Teams 

(JITs). Little information is available about the use of the JITs in terrorist cases. In October 2020, 

the Federal 



http://nac.gov.ru/press-konferencii-i-brifingi/v-multimediynom-press-centre-mia-rossiya-segodnya.html
http://nac.gov.ru/hronika-sobytiy/pyatnadcat-let-protiv-terrora.html
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512. The States of this subregion on both sides of the eastern border of the Schengen area have 

a comparatively higher risk of being used as transit States for illicit movements of people, weapons 

and cash between the European Union and other States or conflict zones. These risks are mitigated 

by European Union efforts to build common border management standards accompanied by 

operational support from Frontex. With regards to non-EU Member States, in December 2020 

Heads of the CIS Member States adopted the Programme of Cooperation of the CIS Member States 

in Strengthening Border Security at External Borders for 2021-2025. The objectives of the 

Programme are inter alia to consolidate the efforts of border agencies of the states of the CIS, as 

well as of international and regional organizations to counter current challenges and threats at the 

border areas, develop a regulatory legal framework and harmonize national legislation, as well as 

improve mechanisms for resolving crisis situations at the CIS external borders. The Programme 

envisages the creation of a unified system of information of the CIS border security agencies.103
  

 

B. Implementation of resolution 1373 (2001) in Eastern Europe 

 
1. From prevention to rehabilitation 

 

https://cis.minsk.by/news/17411/prezidenty_stran_sodruzhestva_utverdili_programmu_sotrudnichestva_gosudarstv_%E2%80%93_uchastnikov_sng__v_ukreplenii_pogranichnoj_bezopasnosti_na_vneshnih_granicah_na_2021%E2%80%932025_gody
https://cis.minsk.by/news/17411/prezidenty_stran_sodruzhestva_utverdili_programmu_sotrudnichestva_gosudarstv_%E2%80%93_uchastnikov_sng__v_ukreplenii_pogranichnoj_bezopasnosti_na_vneshnih_granicah_na_2021%E2%80%932025_gody
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515. All but one of the States of this subregion conduct terrorist threat risk assessments. In some 

of the smaller European Union States, in view of the overall level of threat, those assessments are 

not as frequent or focused as those conducted by other European States with higher threat profiles, 

Among the European Union States, two conduct terrorist threat assessments annually as a 

component of larger national security threat assessments, and one has conducted a one-off threat 

assessment at the political level, adopted by the national parliament.  Outsid.000v.2 Tm
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common system for the sharing of information on declarations, including a common European 

Union database. It gives 
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required. This weakness in implementation was also noted in the previous global survey, indicating 

a lack of progress on this issue. 

 

527. Three of the four non-European Union States of this subregion
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that enables border guards, as well as visa issuing and migration authorities, to enter and consult 

alerts on third-country nationals for the purpose of refusing their entry into or stay in the Schengen 

area. New functionalities are currently being added. In 2021 it will contain additional information 

on persons and objects involved in terrorism-related activities, improving the capacity of border 

authorities to detect terrorists at ports of entry to Schengen area States. 

 

531. Consistent with these directives and regulations, all Schengen area States of this subregion 

have PNR systems in place. Most have not provided sufficient information for the Committee to 

properly understand their capacities to detect terrorists at BCPs or to detect fraudulent travel 
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respect to cooperation in customs matters, the Russian Federation’s Federal Customs Service is 

linked to the Customs Enforcement Network (CEN), hosts the Regional Intelligence Liaison Office 

(RILO) for member States of the Commonwealth of Independent States (CIS), and has concluded 

a number of bilateral and multilateral agreements on mutual assistance in customs matters and 

cooperates actively in international customs operations. 

 

534. The previous global survey noted that most States of this subregion had an RSD procedure 

in place that prevented the granting or revocation of asylum to individuals involved in terrorist 

activity. This remains the case, and all States of this subregion were assessed to have RSD 

procedures in place, as well as exclusionary provisions and procedures in place to prevent the 

granting of asylum to individuals where there are serious reasons for considering that they have 

planned, facilitated or participated in a terrorist act. It should be noted, however, that in one State 

the relevant domestic legislation departs from article 1F of the 1951 Refugee Convention, in that 

it limits exclusion to those who have “committed” the conduct in question (and not where there 

are “serious reasons for considering” (a lower standard of certainty)). In another State, the grounds 

for exclusion stated in domestic law are broader than those stated in article 1F of the Convention, 

and concerns have been raised regarding the quality of decision-making in the RSD process 

(notably with respect to the lack of reasoned decisions). The Committee cautioned one State 

against overstating the risks of terrorism from refugees and asylum seekers. 

  

535. With respect to the availability of relevant expertise to properly assess the risks of abuse 

of the refugee process by terrorists, the Committee identified that some States of this subregion 

engage specialized security experts with training in counter-terrorism issues or expert knowledge 

of relevant conflict zones as part of the procedures in determining asylum status. The Committee 

lacks information, however, on the capacities of most States of this subregion in this respect.  

 

536. The previous global survey noted that international human rights mechanisms and UNHCR 

had expressed a range of concerns about the refugee processes of nearly all States of this subregion. 

UNHCR continues to express concerns with respect to five States of this subregion. These 

concerns relate principally to allegations of refoulement and forced pushbacks from borders, as 

well as some limitations on access to asylum procedures depending on how the would-be applicant 

arrives at the border. A review of UNHCR submissions made to the Univ
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committing terrorist acts against other States or their citizens outside the State’s territory. In 

Lithuania and Slovakia the legislation explicit in this respect. In the others, the possibility of 

prosecution arises through general extraterritorial principles of domestic criminal law applicable 

to terrorism offences. In the remaining three States it is unclear whether domestic criminal law 

allows for prosecution of such preparatory or accessory acts. In one case the lack of clarity arises 

from the fact that some of the terrorist offences as defined in domestic law appeared to be limited 

to acts seeking to influence authorities within that State only. 

 

538. All seven European Union States of this subregion criminalize acts of planning, preparing 

and supporting terrorist acts, providing clarity as to the meaning of these terms (although in three 

of those States this is assured through general provisions of criminal law on accomplice liability, 

rather than with additional terrorism-specific offences)
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550. Four of the 11 States of this subregion have adopted special laws that confer specific 

powers on certain authorities to counter terrorism (providing, inter alia, for expanded powers to 

employ SITs), and none of those laws appear to include sunset 



 

- 166 - 

 

fact that, although the relevant domestic laws permitted referral of cases to the competent 

authorities for purpose of prosecution in certain circumstances, they did not make this mandatory; 

domestic law did not stipulate that such referral must take place “without undue delay”’; or the 

mandatory referral to the prosecutor applied only with respect to citizens. In two of the States in 

which the Committee did not find a clear obligation to submit a case to prosecution where 

extradition had been refused, the States concerned pointed to a general obligation on prosecutorial 

authorities to open proceedings in all cases where they are aware of a crime and there is 

jurisdiction. The Committee notes, however, that for the avoidance of doubt, explicit provisions 

should be included in extradition codes or codes of criminal procedure. 

  
(b) Ensuring effective exchange of information and intelligence 

 

554. With respect to bilateral cooperation in terrorism investigations, it should be noted that 

seven of the 11 States had legislative provisions in place to facilitate such cooperation and that the 

relevant authorities of five 
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actor” attacks. There is also a low residual risk of terrorist attacks resulting from historical sectarian 

divisions, but these conflicts, although not fully resolved, are being addressed through political 

means.  

 

557. At the time of the previous global survey, Western Europe was a significant source of FTFs, 

and almost 200 have travelled from Canada and over 100 from Australia. Many Governments in 

this grouping of States have expressed fears about large numbers of fighters returning to their home 

States following the territorial defeat of ISIL, bringing with them a risk of recruiting sympathizers 

to carry out domestic attacks. Only relatively small numbers have so far done so. In addition to the 

risks of returning fighters, there are a growing number of persons convicted of terrorist offences 

in the past who have concluded, or will soon conclude, their sentences. Some authorities in the 

subregion are concerned about the extent to which they still hold to their convictions.  

 

558. Many States of this subregion are major financial or trading centres. Financial services and 

cross-border business to all parts of the globe make up a significant proportion of their economies. 

All States of this subregion, even those that face a low threat of suffering an attack, face risks that 

their financial or trading systems and relatively open economies could be exploited by terrorists to 

move money or weapons. Some of the smaller States of Europe have comparatively small 

Governments compared to the disproportionate size of their financial sectors, and their capacity to 

independently identify and freeze assets that may be linked to terrorist activity, outside sanctions 

imposed by the European Union or United Nations, has not been consistently demonstrated. This 

risk is partly mitigated by effective coordination and oversight of financial regulations and border 

management at the European Union level, resulting in harmonized rules and practice across the 

region (including in some cases non-European Union members). 

 

B. Implementation of resolution 1373 (2001) in Western European States 

 
1. From prevention to rehabilitation 

 
(a) Comprehensive and integrated counter-terrorism strategies 

 

559. The previous global survey noted that, with only a few exceptions, European Union States 

had not adopted comprehensive counter-terrorism strategies, preferring to rely instead on the 

European Union Counter-Terrorism Strategy and the European Union Strategy for Combating 

Radicalisation and Recruitment to Terrorism. The survey recommended that those States 

domesticate the Strategy and adopt national documents adapted to their national contexts. 

Significant progress has been made in this respect, and by 2021 more than half have adopted 

comprehensive counter-terrorism strategies which included Cyprus, Luxembourg, Netherlands 

and Sweden. Many of those strategies follow the model of the European Union Strategy, which is 

built on four pillars: prevention, protection, pursuit and response. Six of those States have revised 

their strategies at least once. Six States have established or designated coordinating bodies to 
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oversee implementation of these strategies, while civil society was actively engaged in the revision 

of the strategy in only two cases.  

 

560. For those States that do not have a formal counter-terrorism strategy in place, one is in the 

process of developing such a strategy, one relies on the European Union model without transposing 

at the domestic level, Ireland includes terrorism in its national policing strategy, and three others 

have developed individual strategies for CFT or CVE or for the protection of critical infrastructure 

against terrorist attacks, but have not yet developed a single integrated counter-terrorism strategy 

that brings together all relevant components. 

 

561. Three of the other European States of this subregion have a comprehensive and integrated 

counter-terrorism strategy in place. All three adopt a “four pillar” approach to incorporate various 

components of counter-terrorism and CVE. The United Kingdom has revised its comprehensive 

strategy ‘CONTEST’ on multiple occasions, most recently in 2018; 22 government departments 

are currently involved in delivering CONTEST, together with all three devolved administrations, 

local authorities across the United Kingdom and United Kingdom embassies in over 90 Member 

States. Among those States that do not have a formal counter-terrorism strategy in place, one 

includes counter-terrorism issues in its broader national security strategy.  

 
(b) Risk assessment  

 

562. Law enforcement agencies in 12 of the 16 European Union States of this subregion conduct 

threat and risk assessments relating to terrorism, as do most other European States of this 

subregion. Almost all these States update the
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564. Outside the European Union, implementation in this subregion is lagging behind. Only half 

of non-European Union States have introduced a specific offence of recruitment for terrorism. The 

others have criminalized various forms of participating in terrorist organizations which could, in 

some cases, encompass the act of recruitment. 

 
(b) Financing of terrorism 

 

565. The previous global survey noted that all States of this subregion 
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those listed by international organizations. Most of those States have not frozen assets of any 

significant value.  

 

570. With respect to the level of functionality of the FIUs 
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that have not 
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jurisdiction in all cases envisaged in the international conventions to which the State is a party 

(this includes the 19 international counter-terrorism instruments). 

 

589. All States of this group also criminalize acts of planning, preparing and supporting terrorist 

acts, providing clarity as to the meaning of those terms. In most cases, however, this is done only 

through general provisions of criminal law on accomplice liability, rather than through additional 

terrorism-specific offences. In one State, however, the criminalization of supporting terrorist acts 

covers only the main terrorist offence, and has not been extended to cover the offences created by 

the international counter-terrorism instruments. 

  
(b) Capacity to investigate and prosecute 

 

590. With regard to the capacity, expertise and technical means of prosecution offices to handle 

complex terrorism cases, 12 of the 24 States of this subregion were found to have sufficient 

capacity. Nine had taken steps in recent years to strengthen their capacities in this regard by 

providing additional training of prosecutors and strengthening cooperation with national and 

international partners (including with respect to obtaining and utilizing evidence obtained in 

conflict zones where FTFs are active). Moreover, 10 States have assigned a unit of prosecutors to 

focus specifically on terrorism or terrorism-financing cases. Persistent challenges noted in this area 

relate to digital evidence, including the absence of legislation to regulate its use; the sheer volume 

of material that  i3i
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required in terrorism cases. In three of those States, the legislation in question stipulates the need 

for proportionality assessments to guide the use of SITs. The Committee has identified this as a 

good practice. With respect to two States, however, United Nations human rights mechanisms 

have expressed concern that the surveillance powers provided are excessively broad, based on 

insufficiently defined objectives, and/or lack adequate oversight. 

 

593. The previous global survey noted that 
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https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eurojust.europa.eu%2Fcumulative-prosecution-foreign-terrorist-fighters-core-international-crimes-and-terrorism-related&data=04%7C01%7Cmichele.coninsx%40un.org%7C8ca8de5a09384752e95c08d9118b549e%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C637560112390807887%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=MiiZE0uqgKoOhUtZPkPFvW1dGUjrvBCqtiSYRbvt3Xc%3D&reserved=0
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implementing a freeze made delays inevitable. Four of the six States had frozen assets pursuant to 

resolution 1373 (2001). I
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data and databases, including at all ports of entry. In one State, the relevant immigration authorities 

do not have direct access to the INTERPOL I-24/7 SLTD database and Red Notices at all air, sea 

and land BCPs. In another State, this access was available to authorities at the central level, but it 

was unclear whether personnel at BCPs could also access these tools. Three States actively conduct 

searches, including identity and character checks against national police and other criminal 

records, INTERPOL Red Notices, SLTD data, United Nations lists, and other datasets to which its 

officers have access. 

 

612. Five of the six States of this group have both API and PNR systems in place and implement 

these systems using a “single window” (a centre established for receiving and assessing this data). 

One State noted that the data received was of a variable quality and another had introduced several 

safeguards applicable to the processing and use of API and PNR, including the use of privacy 

impact assessments. In one State the establishment of an API system is anticipated. Four States 

partner with foreign law enforcement officials and commercial carriers overseas to prevent the 

boarding of passengers who pose a security threat, with one operating a passenger protection 

programme to prevent the travel by air of individuals suspected of posing a threat. A number of 

these States have also established joint teams of law enforcement, airport security and intelligence 

officers conducting risk-management assessments and identifying threats.  

 

613. Five of the six States of this group have strengthened their capacity to prevent and detect 

the fraudulent use of identity and travel documents, including by training relevant officials and 

disseminating identification kits to authorities at border control posts, embassies and consulates. 

With respect to one State, the Committee recommended also providing training in the detection of 

fraudulent documents to airline officials to assist their personnel to evaluate documents presented 

by passengers. 

 

614. Five of the six States of this group record and store, through an automated system, the entry 

and exit of persons crossing their borders. Five of the six States have developed a biometric 

entry/exit system, with two States conducting 100 per cent screening of passengers and one 

developing capacity to establish a biometric watch list and real time verification at the border. 

  

615. All States of this group have measures in place to cooperate with other States in the area 

of border management through cooperation agreements with regional bodies and bilateral 

agreements with neighbouring States in customs matters. The Committee commended the 

establishment of a trilateral police and customs cooperation centre between Bulgaria, Greece and 

Turkey to facilitate the exchange of information on terrorism, smuggling, and other illegal 

activities, as well as operational and investigative cooperation among law enforcement and 

customs authorities of the three States.  The Committee also commended Turkey for its efforts to 

establish and expand risk analysis units within its Integrated Border-Management system. Four 

States of this group deploy border control and immigration officers at international air and seaports 

to facilitate genuine traveller movements and to identify and manage threats. These States also 
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which organizations are so designated. One State has legislation specifically criminalizing 

planning, preparing and providing support; another has specifically criminalized planning and 

other preparations; and two have criminalized facilitation or a range of preparatory acts. 

 
(b) Capacity to investigate and prosecute 

 

619. With regard to the capacity, expertise and technical means of prosecution offices to handle 

complex terrorism cases, four States of this group
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international counter-terrorism instruments. The shortfalls identified include the use of overly 

broad or open-ended terms within the definition; the criminalization of threats to act without 

reference to the credibility of the threat; the criminalizing of certain non-violent conduct that falls 

outside the relevant international instruments; and a lower mens rea requirement.  

 

623. In assessing due process protections, it was found that in five of the six States of this group 

the key principles of the rule of law are not fully respected in all terrorism cases. Shortfalls 
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noted as a good practice by the Committee. In addition, five States undertook efforts to raise other 

States’ awareness of their processes on a bilateral, ad hoc basis. 

  

627. With regard the aut dedere aut iudicare principle provided for in the counter-terrorism 

conventions, domestic legislation in three of the six States does not include provisions to ensure 

that this rule would be fully complied with in practice (although in one case the Committee noted 

that the State did appear to have thus far complied with this principle in terrorism cases). 

 

628. With respect to bilateral cooperation in terrorism investigations, all States of this group 

have legislative provisions in place to facilitate such cooperation. The relevant authorities of five 

of the six States have practical experience in conducting joint operations with other States on a 

bilateral basis and the other State regularly undertakes joint operations through a regional 

cooperation body. 

 

Priority recommendations 

 

¶ Review and revise legislation to ensure that terrorism offences are consistent with 

international law, such as ensuring that liability for attempts covers all terrorism offences; 

that terrorism-financing offences cover both a terrorist organization and an individual 

terrorist; and that the offence covers both the intentional provision of funds as well as the 

provision of funds with knowledge that they are to be used for terrorism.  

 

¶ Work closely with humanitarian organizations and financial sector to ensure that counter-

terrorism measures are not implemented in a manner that unduly affects the delivery of 

exclusively humanitarian activities, including medical activities, that are carried out by 

impartial humanitarian actors in a manner consistent with international humanitarian law. 

 

¶ Share experiences in investigating and prosecuting terrorist crimes committed by groups 

motivated by racism, xenophobia and related intolerance, including any persistent 

challenges and good practices developed. 

 

¶ Ensure NPO registries are comprehensive and up to date, and review the sanctions 

available to supervisory authorities for NPOs that fail to comply with applicable 

regulations.  

 

¶ Ensure asylum legislation is applied in a manner consistent with the 1951 Refugee 

Convention, including with respect to specific bases for exclusion stipulated in Convention. 

 

¶ Gather disaggregated data on persons excluded from refugee status because of suspected 

links to terrorism and on measures taken after their exclusion in accordance with resolution 

1373 (2001) and develop SOPs for such cases, including on information-sharing with third 
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European Union (with Turkey shouldering a significant burden of the responsibility to host 

refugees fleeing the conflict zones in which ISIL and FTFs have been active in the Middle East).  

 

631. However, there remains the underlying risk that this subregion is still attractive for those 

seeking to transit between the European Union and conflict zones. In 2018, for example, a 

Bulgarian court convicted a preacher and 13 of his followers for smuggling several FTFs en route 

to the Syrian Arab Republic. The same year, Bulgarian prosecutors also indicted six persons on 

terrorism-financing charges after they had transferred more than $10 million through a hawala 

system and purchased and delivered more than one hundred vehicles, delivering them to the 

Turkish-Syrian border in support of terrorist organizations in the Syrian Arab Republic. A further 

43 persons were arrested on similar charges in 2019.  

 

632. Governments of the subregion have taken several initiatives to respond to the risks posed 

by FTFs. There have been 24 prosecutions in Bosnia and Herzegovina for related activity, 

including incitement, and Serbia implements measures to prevent the travel of FTFs from, to, and 

through its territory. Those measures include the work of the risk assessment unit of the border 

police, the sharing of updated information on FTF methods and travel patterns with BCPs, and the 

provision of training to the border police.  Governments of the subregion should, however, avoid 

overstating the risks posed by FTFs to justify restrictions on core human rights in the name of 

countering terrorism.  

 

633. Other continued risks in this subregion include relatively high levels of organized crime 

and arms trafficking, and their potential linkages to terrorism. The counter-terrorism strategy of 

one State of the subregion notes the presence of large quantities of weapons remaining from the 

Balkan Wars of the 1990s, as well as the interrelationship between terrorism and other criminal 

phenomena, especially terrorism financing, money-laundering, organized crime, abuse of 

narcotics, and illegal migration. These challenges remain consistent with those reported in the 

previous global survey (which also noted that regional cooperation is undermined by longstanding 

bilateral tensions). 

 

B. Implementation of resolution 1373 (2001) in South and South-East Europe 

 
1. From prevention to rehabilitation 

 

(a) Comprehensive and integrated counter-terrorism strategies 

 

634. The previous global survey noted that only some of the States of this subregion had 

developed national counter-terrorism strategies. There has been a significant improvement in 

implementation since then. By 2020, most States of this subregion had adopted comprehensive 

national counter-terrorism strategies. Serbia’s strategy covers the period 2017-2021 and has an 

accompanying action plan. It promotes engagement with a wide range of implementing partners 

and stakeholders; includes activities to engage youth, women, educational institutions and civil 
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society; and allocates the resources required to facilitate its implementation. Bosnia and 

Herzegovina's strategy places a major focus on preventive measures and on addressing challenges 

posed by new terrorist threats, including the FTF phenomenon and use of the Internet for terrorist 

purposes. Albania’s strategy extends to matters relating to organized crime, and illegal trafficking, 

as well as terrorism. Croatia takes an integral approach to the prevention and suppression of 

terrorism, based on several national strategic documents, including the National Strategy for the 

Prevention and Suppression of Terrorism. 

 

635. However, the strategies of a number of States of this subregion retain certain shortcomings. 

For example, the role which civil society actors played in designing and revising some of the 

strategies is not always clear. In one case, the strategy does not include all the various elements 

prescribed in the four pillars of the United Nations Global Counter-Terrorism Strategy (i.e., it 

omits the human rights pillar). In one case, the strategy was adopted in 2002 and has not been 

updated since. 

 
(b) Risk assessment 
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2. Addressing enablers of terrorism 

 

(a) Recruitment 

 

638. The previous global survey noted that good progress had been made in the criminaliz
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encouraged States to continue to monitor and strengthen the dialogue with the NPO sector in order 

to prevent terrorism financing while also ensuring respect for human rights, including the freedom 

of association. 

 
(c) Firearms 

 

649. The previous global survey noted that all States of this subregion had criminalized the illicit 

manufacturing and trafficking of arms, but that at least four had not directly criminalized the 

alteration of firearms or the illicit obliteration of their markings. Implementation in 2020 remains 

mixed, as it was in 2016, at the time of the previous survey.  

 

650. European Union States of this subregion are bound by the relevant European Union 

Regulations (see Eastern Europe section, above). Two of the four European Union States of this 

subregion have introduced legislation to criminalize the illicit manufacturing, trafficking and 

alteration of firearms, as well as the illicit obliteration of their markings. The legislation of one 

State does not include criminalization of the illicit obliteration of markings (which is the same 

shortfall identified in the previous global survey). In the fourth State, the legislative process to 
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659. Multilateral cooperation across the European Union and non-European Union States of this 

subregion 
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for example, conspiracy and some ancillary offences relating to terrorist organizations is 

criminalized but those offences are not clearly defined. In another, the relevant offence uses terms 

that focus on leadership and coordination in the preparation of a terrorist act but without covering 

more general supporting roles. The other States of this subregion criminalize 
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legal remedies for persons subject to such measures. In several States it was noted that the 

permissible duration of some of these measures was not stipulated in the legislation. 

 

667. All States have in place some form of oversight of the counter-terrorism measures of law 

enforcement agencies. In Bulgaria and Slovenia, for example, oversight of the intelligence 

agencies is performed by parliamentary committees consisting of all political parties. In Serbia, 

measures taken since 2016 include the development of a Code of Police Ethics, guidelines on 

procedures in cases where allegations of mistreatment are made, provision of training for law 
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670. In two States of this subregion, the offence of terrorism is defined in more than one piece 

of legislation. In this regard, it should be noted that the Committee has stated that the existence of 
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subregion, domestic legislation did not include provisions to ensure that the aut dedere aut iudicare 

principle would be fully complied with.  

 

675. Five States of this subregion had legislative provisions in place to facilitate bilateral 

cooperation in terrorism investigations and have also gained practical experience in conducting 

joint operations with other States of this subregion. In one of those States, the Code of Criminal 

Procedure also allows for representatives of international organizations such as 
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to expand narrowly focused counter-terrorism strategies to be more comprehensive and integrated 

and to engage a wider range of stakeholders.107 

  

681. The holistic approach required in the development and implementation of comprehensive 

counter-terrorism strategies may be similar to the approach employed in other contexts (e.g., 

preventing and/or 
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685. Pursuant to Council resolutions 2178 (2014), 2322 (2016), 2396 (2017) and 2462 (2019), 

Member States have accelerated the review of their existing legislative and administrative 

frameworks and, where necessary, enacted new measures to incorporate the requirements of the 

relevant Council resolutions into domestic law. However, despite this progress, the degree to 
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leading to the criminalization of non-violent conduct that falls outside the scope of the relevant 

international instruments.  

 

691. Overbroad definitions also pose challenges in terms of compliance with international 

human rights law, both a requirement of the relevant Council resolutions108 and a prerequisite for 

effective and sustainable counter-terrorism practice. As noted by the Committee, unclear 

definitions of terrorism could also undermine States’ efforts to prevent and suppress terrorism by 

increasing the likelihood that large numbers of persons will be subject to investigation and 

prosecution in respect of conduct that the international counter-terrorism instruments do not 

require States to criminalize, thereby stretching the capacities of law enforcement and judicial 

systems. Definitional shortcomings can also undermine international cooperation in the fight 

against terrorism. 

 
2. Criminal justice 

 

692. The relevant Security Council resolutions, including resolutions 1373 (2001), 2178 (2014) 

and 2396 (2017), stress the need for Member States to ensure effective criminal justice responses 

to terrorism. Because effective prosecution of counter-terrorism cases relies on specific skills and 

expertise, States’ investigative, prosecutorial and judicial authorities must develop ways to deal 

with the increasing complexity of such cases. Most States visited by the Committee continue to 

experience difficulties in their efforts to implement these requirements. Addressing these 

challenges requires States to take steps to enhance the capacities of the prosecution and the 

judiciary.  

 
(a) Use of intelligence information in a criminal justice context 

 

693. One key challenge in prosecuting terrorism cases derives from the fact that information of 

relevance to such cases is frequently generated by intelligence agencies. The Committee’s recent 

assessments highlight that many Member States still struggle to build effective and human rights-

compliant working relationships between intelligence agencies and the criminal justice system.  

 

694. The Committee has noted that some States have established systems for admission, as 

evidence in criminal proceedings, of classified material, through which both fair
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/sc/ctc/wp-content/uploads/2020/01/Battlefield_Evidence_Final.pdf
https://rm.coe.int/cdct-ge-2019-01rev-eng-terms-of-reference-/168096f748
https://www.eurojust.europa.eu/sites/default/files/2020-09/2020-09-14-Eurojust-Memorandum-on-Battlefield-Evidence.pdf
https://www.eurojust.europa.eu/sites/default/files/2020-09/2020-09-14-Eurojust-Memorandum-on-Battlefield-Evidence.pdf
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(c) International cooperation in criminal justice matters  

  

698. Promoting international judicial cooperation is a core objective of the Security Council’s 

counter-
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(ii) Extradition  

 

704. The effectiveness of extradition processes is impacted by the lack of ratification or 

insufficient implementation of the existing international counter-



 

- 206 - 

 

¶ Limited efficiency of traditional law enforcement and judicial cooperation tools in the 

cyber context, particularly in view of the heightened risk of deterioration or disappearance 

of potential evidence, owing to delays in securing the relevant information. This has 

increasingly led Governments to pursue unilateral solutions to secure information. 

 

¶ Jurisdictional complexities in cyberspace relating to difficulties in meaningfully asserting 

the principle of territoriality and the lack of international consensus on ways to address this 

challenge. 

 

¶ The decentralization of control over ICT and related digital networks, resulting in 

difficulties in identifying and locating relevant actors, including users and entities that store 

and/or control the data.  

 

¶ Concerns over the protection of human rights in the digital space, such as the arbitrary 

or unlawful interference with the right to privacy, including data protection, and the 

rights to freedom of expression, religion or belief. Guaranteeing the right to an effective 

remedy can be particularly challenging in such contexts. 

¶ Challenges encountered in cooperating with the private sector: in the absence of 

standardized processes and a clear, internationally accepted framework to govern such 

processes, service providers run the risk of being in breach of obligations set forth in their 

domestic legal frameworks and/or being complicit in violations of international human 

rights law.  

¶ Lack of specialized capacity within investigation and prosecutorial services to effectively 

handle the gath
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713. Because the impact of complex crises involving terrorist activity in the context of armed 

conflict frequently extends across borders, it also negatively affects peace and security at the 

regional or international levels and may risk engulfing whole regions in armed violence. It is 

imperative to comply with applicable international law obligations 
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Committee of the Red Cross (ICRC) have also warned of a chilling effect, “which disincentivizes 

or prevents frontline responders from reaching populations in need”.122 

 

718. The Security Council, in its resolutions 2462 (2019) and 2482 (2019), urges all Member 

States, when designing and applying measures to counter terrorism, to take into account the 

potential effect of these measures  123   on exclusively humanitarian activities, including medical 

activities, that are carried out by impartial humanitarian actors in a manner consistent with 

international humanitarian law and humanitarian principles. The Joint report of CTED and the 

Analytical Support and Sanctions Monitoring Team on actions taken by Member States to disrupt 

terrorist financing (S/2020/493), prepared pursuant to paragraph 37 of Security Council resolution 

2462 (2019), notes that 45 per cent of States who responded to a dedicated questionnaire lacked 

an institutional framework to consider the effects of inappropriately applied or scoped counter-

financing of terrorism measures on humanitarian activities. Thirty-five per cent of States had 

adopted measures in this area, but many of the measures reported were of a general nature. Only a 

handful of States had established permanent national forums to bring together relevant government 

agencies with representatives of the non-profit sector to discuss issues relating to humanitarian 

activities in high-risk jurisdictions. At least three responding States had introduced humanitarian 

exemptions into their CFT legislation.124  

 
(b) Accountability for terrorist offences including those that amount to serious violations of international 

humanitarian law 

 

719. The Security Council has consistently denounced widespread abuses of human rights and 

violations of international humanitarian law.125  

 

720. The Council has repeatedly reaffirmed that those responsible for terrorist acts, and 

violations of international humanitarian law or abuses of human rights, must be held 

accountable.126 A lack of accountability in contexts of armed conflict may undermine conflict 

mediation and resolution efforts, including political transitions and have a long-term negative 

impact on peace and security. In its resolution 2396 (2017), the Council urges States to develop 

and implement, in accordance with domestic and applicable international human rights law and 

https://www.icrc.org/en/document/counter-terrorism-measures-must-not-restrict-impartial-humanitarian-organizations
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of international humanitarian law are duly investigated and prosecuted and that States assist one 

another in connection with terrorism-related criminal investigations and criminal justice 

proceedings, including in obtaining necessary evidence.  

 

721. In their efforts to hold accountable FTFs, criminal justice systems have often faced 

challenges in their efforts to investigate and prosecute conduct perpetrated thousands of miles 

away, often in zones ridden by armed conflict, experiencing a breakdown of the rule of law and 

associated institutions and the proliferation of armed non-State actors. Effectively prosecuting 

related conduct perpetrated in conflict zones may require the use, consistent with  fair trial 

guarantees under international law, of types of information and evidence with which States may 

not have extensive experience, including e-evidence, open source and social media intelligence, 

and information collected or obtained from conflict zones, including by military actors. These 

factors present significant challenges for many States which, 
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723. Around the globe, terrorists and terrorist groups continue to raise funds through, inter alia, 

abuse of legitimate enterprises and non-profit organizations, exploitation of natural resources, 

donations, crowdfunding, and the proceeds of criminal activity, including kidnapping for ransom, 

extortion, illicit trade and trafficking in cultural property, trafficking in persons, drug trafficking 

and the illicit trade in small arms and light weapons.
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731. However, legislation criminalizing terrorism financing is not sufficient to ensure that the 

financiers are effectively brought to justice. Indeed, the generally limited number of convictions 

secured for terrorism financing (even where the risk is high) indicates the need to strengthen 

systematic financial investigations conducted in parallel to terrorism cases. 140  Many States 

continue to face practical difficulties in ensuring the admissibility of financial intelligence in 

criminal proceedings and often elect to use other offences to prosecute and convict terrorist 

financiers. Pursuant to resolution 2462 (2019), which highlights the value of financial intelligence 

and financial investigations in counter-terrorism, Member States should further reinforce the 

analytical capacity of their FIUs, strengthen frameworks that allow for inter-agency cooperation 

in order to more effectively investigate the financing of terrorism, and intensify the timely 

exchange of financial intelligence, domestically and internationally, in terrorism-related cases. 

 

732. There is also a global need to enhance specialized expertise of personnel in handling 

increasingly complex cases involving advanced investigation techniques and international 

cooperation mechanisms, in order to keep pace with the rapid evolution in financial tools and 

terrorism-financing methods.141 Increased sophistication of investigative techniques, resources, 

and tools to detect terrorism financing has also become a challenge from the human rights 

perspective, including with respect to the lack of adequate safeguards for privacy and data 

protection.  

 

733. Many States have made significant progress in their implementation of the asset-freezing 

requirements set forth in Council resolution 1373 (2001). It appears, however, that a large majority 

of States have never used their national mechanisms to make national designations and freeze 

assets accordingly. 142  Only a few States have submitted or received third-party requests for 

designations, and others continue to require processing through MLA channels (which is not 

consistent with resolution 1373 
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ongoing dialogue with the non-profit sector on this issue.143 





 



 

- 218 - 

 

other forms of organized crime, including terrorism. Weapons may fall into the hands of terrorists 

because of poorly secured stockpiles and weak border controls. The activities of FTFs further 

increase the probability that weapons and ammunition will cross borders. In its resolution 2370 

(2017), the Council recognizes the need for Member States to take appropriate measures, 

consistent with international law, to address the illicit trafficking in small arms and light weapons 

(SALW), in particular to terrorists, including by enhancing national systems for the collection and 

analysis of detailed data on the illicit trafficking of such weapons to terrorists and by putting in 

place adequate laws, regulations and administrative procedures to exercise effective control over 

the production, export, import, brokering, transit or retransfer of SALW within their areas of 

jurisdiction.  

 

745. States have established law enforcement capacities to prevent the supply of weapons to 

terrorists, including by criminalizing the illicit manufacturing, trafficking, or alteration of firearms 

and by strengthening criminal procedures and investigative capacities.149  Resolution 1373 (2001) 

requires all Member States to refrain from providing any form of support, active or passive, to 

entities or persons involved in terrorist acts, including by eliminating the supply of weapons to 

terrorists. Few States currently have adequate laws in place to achieve this.  

 

746. Terrorists deploy IEDs because they are cheap to produce, and easy to transfer, hide and 

use. Many States face challenges in detecting and seizing such devices, owing to porous borders 

that enable terrorists and criminals to move illicit weapons from one State or region to another 

without difficulty. Most States visited by the Committee continue to experience challenges in 

implementing secure stockpiling, registration of activated and disactivated weapons, arms tracing, 

tracking procedures, ballistic technology for the tracing of weapons (including lost and stolen 

weapons) and ammunition. Although some States have taken steps to address arms tracing (e.g., 

through the introduction of legislation requiring that unique identifying marks be placed on each 

firearm), the illicit obliteration of firearms markings continues to present challenges. Terrorist 

attacks have also been perpetrated with the support of non-permanently deactivated weapons that 

were reactivated after purchase on the Internet. Arms trafficking via small mail packages and the 

use of 3D printers to produce parts of complete firearms represent emerging threats that pose 

considerable investigative challenges. 

 

747. Most States continue to lack a framework aimed at eliminating the supply of weapons to 

terrorists (including through arms brokers). It is also critical that States strive to eliminate the 





 

- 220 - 

 

must be coordinated on a whole-of-Government basis. CTED’s assessments on behalf of the 

Committee have revealed that Member States often use multiple, uncoordinated, or incomplete 

watch lists, or lack established procedures or well-resourced staff to assist in the development of 

watch-list databases. In some cases, the sharing of information about known and suspected 

terrorists is hampered by internal legal and policy obstacles and the lack of an appropriate 

screening infrastructure to allow the effective use of watch lists in conjunction with other border 

security tools (e.g., PNR). Further,   applying international standards and best practices for 

developing and maintaining watch lists and databases can help prevent human rights and rule of 

law challenges. Human rights mechanisms have noted that States do not apply universal standards 

and criteria for the inclusion of individuals’ names in national terrorist watch lists and databases, 

the management and sharing of such databases or the development of possible grounds and 

procedures for the removal of names.  

 

751. In addition to developing national watch lists, Member States are encouraged, in Council 

resolutions 2178 (2014), 2322 (2016), 2396 (2017) and 2482 (2019) to make regular use of 

INTERPOL databases for the screening of travellers at air, land and maritime borders and to ensure 

that Member States’ law enforcement, border security and customs agencies are connected to those 

databases through their NCBs.  

 

752. A further critical tool in strengthening border controls is biometric technology. Pursuant to 

Security Council resolution 2396 (2017), Member States are required to develop and implement 

systems to collect biometric data in order to responsibly and properly identify terrorists, including 

FTFs. Although biometric technology can significantly strengthen the investigation and timely 

identification of terrorists, including FTFs, and disrupt their travel, it is imperative that biometric 

data be used and shared in full compliance with relevant international obligations and international 

human rights law, in particular the rights to freedom of movement, privacy, safeguards for the 

protection of personal data, and the principle of non-discrimination. Many States continue to face 

challenges in their efforts to o o2edures for the removal of names. 
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754. Member States have made considerable progress in strengthening aviation security and 

facilitation. However, many States continue to face challenges in their implementation of the basic 

ICAO standards.  Despite ICAO’s “no country left behind” initiative, assessments show significant 

discrepancies in implementation by region. As of 30 September 2020, 63 per cent of States had 

achieved 65 per cent effective implementation of the Global Aviation Security Plan (GASeP), but 

States of West and Central Africa, Central America and the Caribbean continued to face 

considerable implementation challenges in this regard (having implement less than 40 per cent of 

their GASeP). 

 

755. States’ customs authorities have also begun to include security as part of their mandate and 

functions, where appropriate, by including it in their strategic plans and disseminating relevant 

capacity to the frontlines, as required by the 2015 Resolution of the Policy Commission of the 

World Customs Organization on the Role of Customs in the Security Context. Significant progress 

has also been made in preventing and combating terrorism, developing operational procedures, 

and training customs officers (who also review API and PNR to prevent terrorism, because of its 

links with transnational organized crime). In some States, customs officers have been trained to 

work on fraud and illegal activities using  the Internet and the darknet (including the supply of 

weapons to criminals and terrorists), but a vast majority of States continue to suffer from major 

shortcomings in their ability to assess and manage this  criminal trend.  

 

756. States have also made progress in their efforts to strengthen border controls by 

implementing the WCO SAFE Framework of Standards to Secure and Facilitate Global Trade, 

developing comprehensive customs policies that are based on risk assessments and advance cargo 

information, and developing a security culture. Most customs administrations have introduced 

digital systems to manage and process goods. Electronic tools, computerized networks and 

databases help strengthen criteria for the identification and interdiction of goods and travellers for 

screening, verification and customs processing. States have also made significant progress in their 

efforts to ensure the participation of customs administrations in all levels of their national counter-

terrorism architectures. 

 

 

G. Information and communications technologies 

 
1. Misuse of ICT for terrorist purposes 

 

757. Since the previous global survey, Member States have continued to face an acute and 

growing threat posed by terrorists and terrorist groups that exploit the Internet, particularly  social 

media, not only to commit terrorist acts, but also to facilitate a wide range of terrorist activities, 

including incitement, radicalization to violence, recruitment, training, planning, collection of 

information, communications, preparation, and financing. It became quickly apparent that the 
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increase in use of the Internet, enabling terrorist groups espousing various terrorist narratives to 

spread propaganda, fuel hatred towards common enemies, and radicalize to violence new 

individuals (especially young people who are most vulnerable), including through gaming. 
 

2. Use of technologies to counter terrorism  

 

762. The use of technologies to counter terrorism is a topic of growing concern to counter-

terrorism practitioners, policymakers and researchers in the context of the increasing role played 

by technology in terrorism and counter-terrorism. This is addressed by the Security Council 

notably in its resolutions 2129 (2013), 2178 (2014) and 2395 (2017), predominantly in the context 

of combatting terrorist misuse of ICT.152 

 
(a) Artificial intelligence (AI) 

 

763. Over the past few years, several P/CVE programmes and tools with AI and algorithmic 

amplification have been developed. For example, the Redirect initiative developed by Jigsaw (a 

subsidiary of Google) and Moonshot CVE, an NPO, consists of an algorithmic system capable of 

recognizing the profiles of individuals who are potential targets of terrorist groups’ hate narratives 

and radicalization efforts. The algorithm has been tested on terrorist discourse in order to teach it 

the words and phrases used. Once programmed, the algorithm is used to identify the Internet users 

considered at risk in order to redirect them to positive alternative content. 

 

764. Another positive use of AI relates to the identification of illegal content, content prot 
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investigations of FTFs, for example, this digital evidence (e.g., Facebook posts, WhatsApp instant 

messages, Skype calls, YouTube videos, photos shared by email or Instagram, documents stored 

on Dropbox, and also from hundreds of less known platforms) may be the only available evidence 

of their complicity in the crimes of ISIL or Al-Qaida. Lawfully obtaining electronic evidence from 

online service providers is now a critical element of a successful prosecution to prove where 

terrorist and organized crime suspects are located, with whom they are communicating, and what 

crimes they are planning. 

 

770. A study on “Measuring Online Behaviours of Convicted United Kingdom Terrorists” 

found that 76 per cent of terrorists had used the Internet to learn about terrorist activities, 46 per 

cent had downloaded extremist media, and 32 per cent had prepared for attacks by accessing online 

resources. 155  A European Union survey156  also showed that more than half of investigations 

include a request for cross-border access to e-evidence; that e-evidence in any form is relevant in 

https://www.voxpol.eu/download/vox-pol_publication/What-are-the-Roles-of-the-Internet-in-Terrorism.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018SC0118&from=EN


https://www.coe.int/en/web/cybercrime/t-cy-drafting-group
https://www.congress.gov/bill/115th-congress/house-bill/4943


https://documents-ddsny.un.org/doc/UNDOC/GEN/G16/156/90/PDF/G1615690.pdf?OpenElement
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H. Human rights in the context of countering terrorism and violent extremism conducive 

to terrorism  

 

780. The Security Council continues to affirm that Member States must ensure that any 
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789. Ensuring availability of the relevant data is essential in designing tailored and gender-

responsive counter-

/sc/ctc/wp-content/uploads/2019/09/CTED-Analytical-Brief-Repatriation-of-Women.pdf
/sc/ctc/wp-content/uploads/2020/07/CTED_Analytical_Brief_The_Prosecution_of_ISIL-associated_Women.pdf
/sc/ctc/wp-content/uploads/2020/07/CTED_Analytical_Brief_The_Prosecution_of_ISIL-associated_Women.pdf
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798. However, there continues to be near-complete impunity for human trafficking and sexual 

violence perpetrated in a terrorism context. It is therefore essential to address gaps in 

investigations, prosecutions and sentencing, which must be firmly rooted in a human rights-based 

and gender-sensitive approach. This is critical to strengthening collective efforts to deter human 

trafficking by terrorist groups, address the current impunity of perpetrators, and facilitate victim’s 

access to justice and support services. 

 

799. The covert nature of human trafficking, the difficulty in collecting evidence, and the lack 

of expertise required to conduct proper investigations undermine efforts to fully understand and 

effectively address the links between human trafficking and terrorism.171   

 
5. Groups motivated by racism, xenophobia and related intolerance 

 

800. Gender influences the discourse and operating methods of groups motivated by racism, 

xenophobia and related intolerance. Misogyny and violence were being used in targeted 

propaganda and recruitment efforts aimed at certain men. Although the convictions of groups 

motivated by racism, xenophobia and related intolerance is often deeply misogynistic, women 

nonetheless play active and important roles within such groups. It is therefore imperative that 

gender perspectives be fully integrated into the response to the threat presented by groups 

motivated by racism, xenophobia and related intolerance. 

 

 
171 Identifying and exploring the nexus between human trafficking, terrorism and terrorism financing, CTED (2019) 
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